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Cryptojacking is a form of cybercrime where attackers secretly use victims' devices to 
mine cryptocurrencies without their knowledge. It involves embedding malicious 
scripts in computers, smartphones, or servers to mine for digital money like Monero. 
The motive behind cryptojacking is profit, exploiting victims' resources while remaining 
hidden. Cryptojacking attacks has greatly impacted business organizations as mining 
involves solving highly complex mathematical problems which require immense 
computational power and browser applications are mainly targeted to conduct the 
mining. In addition, the damage that can cause to business organizations is 
uncharitable, it may disrupt business services to run accordingly, loss of reputation and 
most importantly time and cost needed for the invasion while user will have to 
sacrifices their computing power for hacker’s financial gain. Preventive measures 
include monitoring device resources, using browser extensions to block mining, 
updating software, and blocking known cryptojacking sites. To prevent cryptojacking, 
individuals and organizations can use and maintain appropriate systems. Thus, this 
paper introduced Anti-Cryptojacking Detection Systems (ACDS) which is developed 
using Python programming. The ACDS uses a web crawler built with the LXML library 
in Python. This library processes XML and HTML. The web crawler accesses a targeted 
webpage and retrieves all its HTML code without rendering the webpage. The ACDS 
result classified the type of cryptojacking and the level of conditions of the 
cryptojacking and all results from ACDS can be exported into csv file. In conclusion, 
ACDS can detect webpages that use any type of cryptojacking and are capable of 
detecting six different types of crypto mining services running on the webpage. In 
future work, it suggested having GUI interface for ACDS. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Keywords: 

Cryptojacking, Script Injection, 
Cryptocurrency, Malware Detection   

 
1. Introduction 
 

A In our daily lives, we often browse web pages for online shopping, watch TV series on Netflix, 
stream online radio and many other activities that can lead to serious cybersecurity issues which are 
known as cryptojacking. Cryptojacking is the term for the covert mining of cryptocurrencies using a 

 
* Corresponding author 
E-mail address: afifahs@utar.edu.my 
 
https://doi.org/10.37934/ard.135.1.264274 

https://akademiabaru.com/submit/index.php/ard


Journal of Advanced Research Design 
Volume 135 Issue 1 (2026) 264-274  

265 

computer device. It is a technique used to covertly install a programme that mines cryptocurrencies 
in the background [1, 2]. Furthermore, by taking advantage of victims' computer systems, 
cryptojacking is a popular way to obtain extra, free processing power. There are two types of 
cryptojacking. Firstly, as with other malware attacks, a user is tricked into downloading a mining 
application onto their computer and starting the mining service. Secondly, another, simpler variant 
of cryptojacking involves injecting cryptojacking scripts into legitimate webpages and executing them 
without the consent of website visitors. 

Cryptojacking represents an illicit mining operation wherein the computing resources of a victim’s 
computer is exploited to mine cryptocurrency without consent. This illicit activity significantly drains 
computational resources, resulting in a notable reduction in the victim’s computer processing 
efficiency. Furthermore, sophisticated attackers may leverage this attack vector to amplify their 
processing power, posing a threat to any blockchain network reliant on mining [3,4,5,6,7]. When 
computer resources are used as "hash power" in a mining process that involves making intricate and 
well-informed mathematical guesses to solve equations in order to obtain the block reward for 
mining cryptocurrency, this is known as cryptojacking—a purposeful attempt to steal the user's 
computer resources for financial gain in the form of cryptocurrency [8, 9]. Drive-by-download and 
drive-by-mining are two categories into which cryptojacking falls. Drive-by-mining employs third-
party API JavaScript that is injected into the website; when the website is executed, the cryptojacking 
process starts instantly, whereas drive-by-download uses an exploit kit on a web browser to 
download malware to the victim's PC. In addition, there are more and more browser-based 
cryptojacking attempts that use mining scripts and secretly exploit users’ system resources and put 
users in an extremely painful state because the longer the user stays, the more performance is 
affected. In the worst-case scenario, the user’s system hardware life is shortened if the scripts are 
run at a high throttling rate [10]. 

Installing or providing consent is not necessary for browser-based cryptojacking mining code, 
which operates automatically anytime a user opens a webpage. While there is nothing intrinsically 
harmful or dangerous about JavaScript-based mining, the likelihood of being cryptojacked while 
online has significantly grown as more websites turn to crypto-mining services in place of traditional 
advertisement-based monetization. With that being said, prevention should always be considered 
before browsing information using a web browser [1,10]. 
        While cryptojacking detection techniques such as browser extensions and antivirus software 
offer some level of mitigation, they only provide a partial solution to the cryptojacking menace. 
Attackers can easily circumvent these measures through the use of obfuscation techniques or by 
frequently changing domains and malicious scripts [8]. Cryptojacking boomed with the birth of 
service providers that offer ready-to-use implementations of mining scripts in web browsers 
[11,12,13,14]. Example on cryptojacking type are include Coinhive [8,11], CryptoLoot [9] and others, 
enabling attackers to get a wider pool of victims through compromised websites. 
        Due to Coinhive's propensity to have its computer code utilised on compromised websites in 
order to steal the processing power of its visitors' machines, a number of security organisations have 
lately named the cryptocurrency mining service as the biggest harmful threat to anyone using the 
internet [3]. Coinhive has grown in popularity among hackers for use in cryptojacking, which uses it 
to mine the cryptocurrency Monero, despite the fact that Coinhive is not intrinsically harmful. 
Coinhive, the cryptocurrency mining service that enabled websites to use browser CPUs to mine 
Monero, shut down on March 8, 2019, due to economic problems. In summary, Coinhive shut down 
in 2019 due to economic problems, and its closure was expected to end cryptojacking attacks [1,13]. 
However, the Coinhive JavaScript code is still in place on many websites, and if the value of Monero 
increases significantly, it is possible that attackers could use it again for cryptojacking. 
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       A crypto-mining service called CryptoLoot looks to be exactly like Coin-Hive, but it claims that 
using its miner will be "unnoticed by users if the threads are set between 2-4." [8,14].  CryptoLoot 
considers itself one of the early adopters by providing one of the first NFT marketplaces for 
exclusively trading GameFi NFT. However, it is important to note that the search results do not 
provide comprehensive information on CryptoLoot's NFT marketplace. 
      The rapid growth of browser-based cryptojacking scripts poses a significant threat to users' online 
experience and the health of their hardware. These scripts secretly mine cryptocurrency on victims' 
devices and utilize browser resources without users' consent or knowledge [15]. This insidious 
activity leads to a gradual but demonstrably measurable degradation of the user experience, 
characterized by performance degradation [16]. The severity of this degradation is directly related to 
the duration of exposure to the malicious script. Furthermore, the continuous, unauthorized use of 
system resources for cryptocurrency mining can shorten the lifespan of user hardware and, in 
extreme cases, even cause permanent damage [17]. These detrimental effects are often exacerbated 
by the automatic execution of these scripts when a page is loaded, bypassing the user's installation 
and opt-in mechanisms. The additional danger of scripts being surreptitiously downloaded and 
executed via phishing websites emphasizes the prevalence and stealthy nature of this threat [17]. 
Although JavaScript-based mining is not inherently associated with malicious intent, its increasing 
prevalence on websites, especially as an alternative to ad revenue, significantly increases the 
likelihood of users unwittingly participating in cryptojacking activities. To address this expanding 
issue and safeguard consumers' devices and online experiences, it is crucial to create efficient 
detection, prevention, and mitigation solutions. 
       Thus, this paper proposes the development of an Anti-Cryptojacking Detection System (ACDS) to 
protect users from unethical website owners who inject cryptojacking scripts without the user’s 
consent. An independent command line interface program makes up the ACDS. By entering the 
target's Uniform Resource Locator (URL), it allows users to undertake cryptojacking script scanning 
to shield them from cryptojacking and avert the unintended consequences of visiting fraudulent 
websites. The ACDS specifically addresses the vulnerability of all web users to cryptojacking attacks, 
regardless of their browsing frequency or purpose. The existence of a cryptojacking threat arises from 
the utilization of malicious JavaScript embedded within web pages. It operates covertly, executing 
without users’ consent, and only impacting through web browsers that can run JavaScript, 
encompassing both desktop and mobile versions. Therefore, through the development of ACDS, 
forensics professionals and security experts can utilize the collected data for future study and 
analysis. By proactively detecting malicious scripts, the ACDS aims to reduce the rising threat of 
cryptojacking.     
 
2. Methodology  
 

This section explains the methodological development of ACDS and the required functions for 
scanning webpage URLs. This includes the Agile Model, system architecture and implementation 
process for developing ACDS. 
 
2.1 Agile Model 

 
       The application development methodology selected for this research is the Agile Model as 
illustrated in Figure 1. The Agile Model represents an adaptive software development approach 
renowned for its significant flexibility [18,19,20]. The Agile Model for ACDS focuses on an iterative 
development cycle in which cross-functional teams work together to deliver small, functional 
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software increments within a short period. Continuous integration and testing procedures ensure 
that the software increments are thoroughly tested for quality and functionality, reducing the risk of 
errors and improving overall reliability. It is also an ideal method for circumstances where changes 
are required, including fixing bugs and correcting mismatched requirements after testing. This model 
allows the project to be delivered with first-class quality as the developer can continuously meet the 
requirements of the target user. 

 
Fig.1. Agile Model for ACDS [18] 

 
2.2    System Architecture for ACDS 
 

 System architecture diagrams for ACDS serve as visual representations of a system's 
components and their interactions, providing a clear understanding of its functionality and potential 
enhancement. The system architecture based on a use case diagram is illustrated in Figure 2. The use 
case diagrams serve as a valuable tool for identifying and prioritizing system requirements, guiding 
the iterative development process of ACDS by focusing efforts on delivering features. In addition to 
the use case diagram, the system architecture of ACDS may also be depicted using other graphical 
representations, such as a class diagram or sequence diagram, offering different perspectives on its 
structure and behavior. These architectural diagrams not only aid in comprehending the system’s 
current state but also facilitate communication among stakeholders, fostering collaboration and 
alignment objectives throughout the development process [21, 22].  
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Fig. 2. Use Case Diagram for ACDS 
 

       Referring to Figure 2, two primary actors namely the user and the system admin were identified.  
The user possesses capabilities of reading about cryptojacking and the system, retrieving text file 
content, modifying file content, and previewing results. On the other hand, the system admin can 
execute actions such as scanning webpages, viewing results, storing results, exporting results to 
Comma-Separated Values (CSV), and updating file content. Table 1 shows the use-case specification 
for the ACDS where all the actions in the use-case diagram have been elaborated. 
 
          Table 1 
          Use-case specification for ACDS 

Function Description 

Scan webpage 

It begins with the launch of an effort to scan a URL and takes care of 
everything from scanning the target webpage to storing and displaying the 
results of the scan. When the user stops reading the post-scanning results, 
this use case comes to an end. 

View results 
From the system's main menu, it begins when the user chooses to view the 
result. When the user returns to the system's main menu, this use case comes 
to an end. 

Read about 
cryptojacking 

From the system's main menu, users can read more details and become 
knowledgeable about the hazards of cryptojacking. 

Read about system 
Users can read details about the capabilities and goals of the developing 
system. 

Modify file content 
It starts when the system administrator chooses to change any text file's 
content (regarding cryptojacking or the system). 

 
Referring to the Table 1, the ACDS functions in the system is Scan webpage, View results, 

Read about cryptojacking, Read about system, and Modify file content. The function Scan webpage 
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will scan website using its’ URL, the function View results will publish all the scanning results, the 
function Read about cryptojacking will explain more details about the cryptojacking, the function 
Read about system allow users to read details about the system, and lastly the function Modify file 
content will allow system administrator to change any text file’s content.  

2.3    Implementation of ACDS 
 
          The ACDS development was implemented with PyCharm on MacOS, using Python 3.7 as the 
primary programming language. Python was considered the most suitable choice due to its efficiency 
in web crawler development. Throughout the development process, key libraries such as XML, 
Requests, pymysql, Logging and Socket played an essential role in achieving the project goal. 
       MySQL v8.0.15 was chosen as the database management system, i.e., data management is 
carried out via the MySQL Workbench. Compared to SQLite, MySQL stores the data in a centralized 
server, which is more useful when developing a system that can manage a large database with all 
meaningful data from different types of users [23]. The cryptojacking script needs to be performed 
while the website is active by monitoring the CPU usage of the system. Web browsers such Netscape 
Navigator 2.0, Microsoft Internet Explorer 3.0, Firefox, Safari, Opera, and Google Chrome (some with 
minimum version restrictions, others without) were able to support JavaScript.The web crawling 
library, namely XML, was used to access the targeted web page, then request all the HTML code and 
crawl back to ACDS without rendering the webpage. Script validation was performed on the system 
side to determine if the webpage had cryptojacking scripts.     
      
3. Results  
 

This section highlights the important result that was specially developed for detecting 
cryptojacking in web pages. This was followed by URL scanning and mining results.  
 
3.1 Anti-Cryptojacking Detection System (ACDS) 
 
        ACDS is a system with a command line interface that serves as a tool for detecting 
cryptojacking scripts based on the URL entered. The user has the option of viewing the scan results 
previously saved in the system database and exporting the results to a CSV file. To gain more 
knowledge about cryptojacking threats, basic information about cryptojacking is included in the 
system for the user to read. Every action performed in the system is recorded in a log file, which helps 
the developer to detect and investigate all activities and fix problems. Figure 3 shows the landing 
page of the ACDS. From this main menu, the user can navigate to all options by entering their number, 
which is marked with an icon. In addition to the system name and the selection of options, the system 
also shows the user a time stamp that is recorded when the system is running. All user selections 
have been recorded in a log file for security reasons. 
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Fig. 3. Homepage 

3.2 URL Scanning 
 
        The primary function of this application is URL scanning, which enables the user to start a 
cryptojacking script check by entering any URL in a valid format, as seen in Figure 4. If the URL is 
invalid or cannot be processed, the ACDS application handles this with exceptions such as invalid URL, 
connection error, timeout error, socket error and more, as shown in Figure 5. 
 

 
Fig. 4. URL Scanning for Malicious Website 

        
         The system used a web crawler to access the webpage and extract all static HTML code after 
a valid URL was entered into the ACDS to perform scanning. This application was checked against 
defined keywords to see if the webpage contained a cryptojacking script. The system then displays 
the scan results to the user and indicates whether the webpage is malicious by inserting a 
cryptojacking script along with detailed scan results such as webpage title, IP address and all Java 
Scripts used by the webpage. 
 
3.2 Mining Results 
 
        The purpose of this module is to allow users to view all previously scanned web pages. 
Findings indicated that through ACDS, a variety of options for the users to choose from were 
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established. For instance, users can view all results, by different types of crypto miners and by 
conditions (safe or dangerous). In addition, ACDS allows users to view summarized results based on 
all previous scanned results, in which statistical data based on a predefined calculation is displayed. 
        Figure 5 displays the results that the user retrieves using CoinImp, a cryptocurrency miner. 
The user can see the unique identifier key in the URL, the title of the webpage, the IP address, any 
external scripts that the webpage uses, and the malicious JavaScript that ACDS discovered attempting 
to mine the user's system resources (unsuitable for the selection of a secure webpage). 
 

 
Fig. 5. List Results by Miner Type 

 

 
Fig. 6. Summarized Results 

 
        The results page, as seen in Figure 6, allows users to view all websites that have previously 
been scanned with ACDS. The menu has multiple options, including all, by status (malicious or safe), 
by type of crypto miner, and summarised results. The user selects an option from the menu, and 
detailed results are retrieved from the database and presented to the user. Results indicated that the 
ACDS successfully scanned 14 websites and detected 7.14% as safe websites, while 92.86% as 
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dangerous websites. From 13 dangerous websites, further classification was attained such that 2 
Coinhive, 6 CoinImp, 1 deepMiner, 1 CryyptoLoot, 2 Authermine and 1 Projectpoi. All of the results 
now can be exported into CSV file as shown in Table 2. 
 
              Table 2 
              Sample of ACDS Results 

Id URL Web Page Title Conditions Type 
3 http://legendaofficial .net/ Legenda Official Dangerous  CryptoLoot 

4 http://themelike .net/ All Design Template-
Photoshop Vector 

Dangerous Coinhive 

51 http://snapp-free.blog .ir/ - Dangerous AuthedMiner 

106 http://iracom .ir/ - Dangerous deepMiner 

107 http://fluxuslust.blogspot.com/ Fluxus Lust-Discreet 
Pleasures 

Safe  Not detected 

110 http://mp3song-s.com/ Top mp3 Songs Download Dangerous Coinimp 

 
         Table 2 shows six contents of the exported CSV file (out of 14 scanned websites). This table 2 
presents the relevant information from the exported CSV file, showcasing the IDs, URLs, web page 
titles, cryptojacking conditions, and types detected by the ACDS.  The CSV file displays the 
cryptojacking conditions available on the webpage that ACDS has scanned and the type of 
cryptojacking, such as CryptoLoot, Coinhive, etc. Six different IDs with corresponding URLs, web page 
titles and conditions have been successfully obtained. It emphasizes the successful detection of 
cryptojacking conditions across all scanned websites, indicating the effectiveness of the developed 
ACDS. 
 
4. Conclusions 
 

The prevailing increasing number of cryptojacking threats and the dearth of effective 
solutions that can both raise awareness and protect users are the only driving forces behind the 
concept of this work. The developed ACDS offers numerous potential benefits, including the 
protection of resources, data and privacy. By detecting and preventing unauthorized cryptocurrency 
mining activities, the ACDS can protect computer resources such as the Central Processing Unit or 
the Graphical Processing Unit. Cryptojacking malware can be distributed along with other malicious 
payloads that can lead to data breaches or contain sensitive information. By detecting and removing 
cryptojacking malware, the ACDS helps to protect data integrity and user privacy.       
        Since sample users have personally tested and assessed the system, it has been determined that 
the built ACDS is crash-free, responsive, and dependable, which will ultimately benefit the intended 
end user. First and foremost, the developer may draw the conclusion that testers are happy with the 
system's features if users deem it to be user-friendly and well-functioning based on the results of the 
user acceptance test. Furthermore, the system's learnability was improved by the developer to 
guarantee that every user has a broader understanding of the threat posed by cryptojacking. 
        In addition, the system operates incredibly quickly and retrieves data with accuracy and 
dependability. This is a result of the system's use of a commonly-used framework for data retrieval. 
Therefore, the user's experience with the system is more crucial. The ACDS has succeeded in this 
regard as the user did not encounter an application crash during interaction. In addition, some bugs 
were found as a result of the framework's inherent restrictions and internet regulations, such as the 
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inability to access websites that are geographically restricted from the web crawler or websites that 
block HTTP requests from the web crawler. To further explain, webpage scanning for cryptojacking 
script detection requires an active internet connection from the user's machine. Since the internet is 
provided by the user's regional ISP, any blocked websites will not be accessible for data crawling. This 
issue can be resolved if users configure and use a virtual private network (VPN) before utilizing the 
system. A proposed solution is to include a VPN configuration option within the system for instances 
where websites are regionally blocked. 
         For future work, the developer would think about changing the system's command line 
interface to a graphical user interface in order to better improvise the current setup. Additionally, 
the developer plans to integrate an open source virtual private network (VPN) in the future, which 
will allow users to configure their connection in situations where the web crawler is unable to retrieve 
data from a website because the user's internet service provider has blocked it regionally. This will 
address the limitation faced by the web crawler due to blocked websites. Furthermore, extending 
the detection of cryptojacking scripts to various crypto miners would significantly increase the 
effectiveness and relevance of the system in combating emerging threats. 
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