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over 660 dangerous security holes, 357 of which were associated with Windows 10.
Thus, users may also be at risk because of security flaws in the Windows applications
they employ or because of attacks on connected devices. Windows malware has
been a major threat to computer software for decades, putting millions of people in
danger. An attacker creates it to disrupt computer operations, gather sensitive
information, or gain access to private computer systems. The increasing number of
zero-day vulnerabilities and the rapid growth of Windows malware require efficient
and accurate malware detection. Thus, this paper discusses Windows malware
detection using a deep learning classification approach. In this study, the samples of
Windows malware were analysed using malware analysis tools such as HashMyFiles
and CFF Explorer. Subsequently, the malware visualisation was used to convert the
binaries of malware files to generate a grayscale dataset. The classification process
implemented using CNN and RNN for malware detection was being evaluated. Using
the Metric Formula Definition Accuracy, the performance of Convolutional Neural
Network (CNN) and Recurrent Neural Network (RNN) malware detection models in
Keywords: Windows has been tested. According to the models, CNN is doing better, providing
an accuracy of 97.5 percent in detecting malware, whereas RNN provides an
accuracy of 88.5 percent, respectively. This study evaluated the accuracy
performance between the CNN and RNN architecture models.

Windows Malware; Malware Detection;
Deep Learning; Classification

1. Introduction

Malware has been a major threat to computer software for decades, putting millions of people
in danger. The number and variety of Windows malware have rapidly increased in recent years.
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Malware possesses the ability to infiltrate the system and can perform a variety of malicious actions,
including stealing information, altering file information, and disguising itself as a legitimate file. The
malware types include ransomware, adware, spyware, rootkits, keyloggers, worms, and viruses [1].
According to the AV-TEST Institute, the number of new malware and potentially unwanted
application (PUA) registrations exceeds 450,000 per day. Based on the SonicWall report in the first
half of 2021, there were 304.7 million ransomware attacks worldwide, a 151% increase since 2020.
In 2021, ransomware attacks affected 80% of organisations [2]. The organisation is concerned about
the ransomware attack because it uses encryption to hold a victim's data hostage. As a result, the
organisation's data remains encrypted, preventing them from accessing files, databases, or
applications. Users may also be at risk due to security flaws in their applications or attacks on
connected devices. In loT (Internet of Things) environments, these threats can lead to severe
consequences, ranging from the compromise of personal data to the disruption of essential services
[3].

Thus, malware analysis is required to discover the malware's nature and purpose, as well as the
attacker's aim and motive. Malware analysis is the investigation into the behavior and purpose of a
suspicious file or URL. The analysis results assist in detecting and mitigating potential threats. In
addition, it's crucial to determine the method of system hacking and the extent of its impact. The
existing malware analysis techniques use static and dynamic analysis. Static analysis is the process of
analysing a binary file without running it. Meanwhile, dynamic analysis is the process of running a
suspicious binary in a controlled environment and monitoring how it behaves [4][5][6].

The increasing number of zero-day vulnerabilities and the rapid growth in malware quantity
require efficient and accurate malware detection. Each year, millions of new malware varieties are
detected by anti-malware vendors. Thus, the researchers must quickly develop new intelligent
malware detection systems to halt this trend. Many detection methods have been proposed in the
past few decades [7]. Malware may be detected in a variety of ways using a variety of techniques.
However, using traditional malware detection techniques is limited by the number of detection rules
that need to be set manually [8]. In addition, malware detection projects now involve artificial
intelligence using machine learning. Machine learning (ML) is a subfield of artificial intelligence (Al)
and computer science that focuses on using data and algorithms to mimic how humans learn,
gradually improving its accuracy [4][9][10][11][12]. Machine learning may be used to detect the
existence of malware and work by categorising a set of data into several categories. Classification is
used to distinguish between two types of entities, which are benign and malicious. Many ML
algorithms have been used, like support vector machines (SVM) [13, 14,15], K-nearest neighbor
(KNN) [16, 17], Bayesian estimation [18, 19], genetic algorithms [20], etc., to build malware detection
systems. As a result, machine learning is suitable for malware detection because it has the highest
detection accuracy. However, machine learning is a traditional way to detect malware.

Nowadays, deep learning can accurately and mostly perfectly detect malware since it rapidly
increases. Deep learning has gained popularity in recent years because of its higher accuracy when
compared to regular machine learning. Every day, cyber criminals devise new schemes to breach
networks and steal sensitive data. As a result, finding new ways to secure information has become a
challenge. Many strategies have been used to identify malware threats using deep learning methods
[21][22][23][24]. The most important aspect to emphasise is the accuracy of malware detection. This
is because the accuracy of detection validates the effectiveness of this strategy. If the accuracy is low,
the malware is difficult to detect. The issue of malware detection remains unresolved. Thus, the
purpose of this study is to apply deep learning techniques using the CNN and RNN architectures to
investigate the accuracy of malware detection.
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2. Related Works

In one of the previous studies, Hossain et al. [25] proposed a malware detection approach using
three different neural network models, which are CNN, Long-Short Term Memory Network (LSTM)
and Gated Recurrent Unit (GRU). This study compared the performance of various models in
detecting malware and benign applications. The goal of this study is to improve malware detection
methods and protect users from security threats as the number of malicious applications grows at a
rapid rate. After comparing this neural network, they realised CNN was the best solution because it
performed better in image classification tasks to detect malicious or benign files.

Meanwhile, Agrawal et al. [26] proposed detecting ransomware by combining the Attended
Recent Inputs (ARI) cell with Long Short-Term Memory (LSTM) networks, which they called ARI-LSTM.
They enhance the LSTM cell by incorporating an ARl mechanism and utilise the resulting neural
network for ransomware sequence learning. They test ARI-LSTM on a ransomware dataset for the
Windows operating system to show that it improves the performance of an LSTM in finding
ransomware from emulation sequences.

Another researcher, Choi et al. [27], proposed a deep learning model for malware detection using
malware images. In this study, they use CNN for malware image recognition. Firstly, they construct
images from both benign files and malware, as each type of malware has a corresponding image.
Additionally, they can obtain the picture faster than APl sequences. Second, they identify malware
by applying a deep learning model based on CNN, since the CNN model learns characteristics from
photos. In this project, they achieved the highest detection accuracy.

The following study is from S.L. and C.D. [28], whose proposed CNN-based Windows malware
detector consists primarily of two phases, which are training and prediction. During the training
phase, the malware detector is trained to recognise and categorise unknown PE files so that it can
later detect malicious software. The behaviour-based feature extractor, the Feature Selector, the
Final Features Set, the Image Generator, and the CNN are the essential modules that are utilised
during the training phase. This paper proposed, implemented, and evaluated a CNN-based Windows
malware detector using a dataset of 7,433 MIST files. The best 676 N-grams suggested by each
Feature Selection Technique, including Chi-Square, Information Gain, Mutual Information, and Relief,
were considered, and 7,433 N-gram files were used to generate 7,433 images, which were used to
evaluate the performance of the proposed CNN-based malware classification method. The paper
measured the effectiveness of the proposed method and compared it to six machine learning-based
classifiers to determine which one performed the best. According to the obtained empirical results,
the performance of the proposed method was superior to that of the six selected machine learning-
based classifiers. Additionally, using 50 epochs, the proposed method achieved a malware detection
accuracy of 97.968 percent for the N-grams recommended by the Relief Feature Selection Technique.

Finally, in a study by Jha et al. [29], they proposed an efficient recurrent neural network (RNN) to
detect malware. Artificial neural networks subcategorize RNNs, which interconnect to form a
directed graph and a temporal sequence. In this paper, they present the results of several
experiments they ran using various hyperparameter values. Their testing revealed that when using
RNN for malware classification, the step size matters more than the input size. They evaluated RNN's
performance with three different feature vectors, using hyperparameters to support RNN's proof-of-
concept as an effective method for malware detection. The three feature vectors are "Hot Encoding
feature vector," "random feature vector," and "Word2Vec feature vector." They also ran a pairwise
t-test to see if the results were statistically significant with respect to one another. Their findings
demonstrate that among the three feature vectors, the RNN with the Word2Vec feature vector had
the highest Area Under the Curve (AUC) value and acceptable variance. According to their empirical
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analysis, the researchers found that the Word2Vec model's skip-gram architecture feature vectors in
RNNs are the best and most stable at finding malware.

3. Methodology

There are five phases involved in this research: malware and benign software collection, malware
analysis, malware visualisation, model training and validation, and model performance evaluation.
Figure 1 shows the Windows malware detection model flowchart.

Start

|

Collect the malware binaries and benign
software from various repositories.

l

Phase 2: Malware Analysis Analyze malware and benign software
using HashMyFiles and CFF Explorer

l

Convert the binaries of malware files and
benign software to grey-scale dataset

!

Randomly split the data for training (80%) and
validation (20%) of both the malicious and

Phase 1: Malware and Benign
software collection

Phase 3: Malware
Visualization

Phase 4: Model Training and

Nlidaton benign grey-scale image dataset
Training Data Validation Data
A\ 4 v
Feature Extraction Feature Extraction
, |
Y
Malware detection using
CLASSIFICATION > CNN and RNN
or Benign
\ 4
. Use metric of Accuracy, Precision,F-Measure
Phase 5: Model and Recall to evaluate and compare the
Performance Evaluation ion model p of CNN
and RNN

Fig. 1. Malware Detection Model Flowchart
3.1 Malware and Benign Software Collection

This dataset contains a total of 1000 samples: 600 distinct samples of malicious software and 400
distinct samples of benign software. The benign software dataset was obtained from the website
en.softnic.com. This collection includes a total of 400 different types of software. This software is
entirely safe to run on the PC. The malware collection includes a total of 600 different types of
malware families. Unwanted software, known as malware, infiltrates computers without
authorization with the intention of causing harm and disrupting computer networks and systems.
Once it has been exploited, it will cause harm to our computer.
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3.2 Malware Analysis

This study employed malware analysis, a method that uses static analysis to identify and analyse
suspicious files on endpoints and within networks. To understand the software's behaviour, the
method consists of extracting features. The benign software and malware have been analysed using
HashMyFiles and CFF Explorer to extract the feature selection and generate the dataset in a Comma-
Separated Value (CSV) file.

3.3 Malware Visualization

In this phase, the process involved malware visualization. These malware images were
generated using binaries. The benign and malicious files have been disassembled. Each of the files
will extract the md5 and sha256 that contain hexadecimal values. After that, the hexadecimal
values will be converted to binary. It generated the grayscale image from the binary. Figure 2 shows
the process of malware visualisation.

: malware and
I benign'
— |—0_—> Disassembling |:> features in
o 1 hexadecimal
= z ! convert to
enign an 1 .
Malicious Files | § binary G:;,v:g:le

Fig. 2. Malware visualisation into a grayscale image

3.4 Model Training and Validation

This phase constructed a deep learning classification model utilising the CNN architecture in order
to train and test the model on a dataset consisting of malware and benign grayscale images. The
dataset of grayscale images containing both harmful and benign images will be randomly divided for
training (80%) and validation (20%) purposes. The effectiveness of the malware detection model that
was created as a result will be assessed. This procedure has been written in the Python programming
language and built with Anaconda. Figure 3 shows the CNN training script that is used to train the
benign and malware images. It trained based on the epochs that have been set to learn both images.

history=model.fit(
x=training_aug,
epochs=EPOCHS,
validation_data=(testX,testY),
batch_size=training_aug.batch_size,
steps_per_epoch = training_aug.n // training_aug.batch_size,
callbacks = cb

model.save_weights(MODEL_SAVE_WEIGHT)
model.save(MODEL_SAVE)

Fig. 3. CNN training script
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Figure 4 represents the calculation of the CNN accuracy. It calculates the accuracy, precision,
recall, F-measure, Cohen Kappa score, and confusion matrix. Finally, it displayed a classification
report with training data details.

accuracy_sc = accuracy_score(valid_labels,ypred)

precision =precision_score(valid_labels,ypred,average="we1i
recall =recall_score(valid_labels,ypred,average="weighte
fl =f1_score(valid_labels,ypred,average=‘weighted")

kappa = cohen_kappa_score(valid_labels,ypred)

matrix = confusion_matrix(valid_labels,ypred)

classreport = classification_report(valid_labels,ypred
,target_names=imagenet_labels)
print("Accuracy : {:.4f}, Precision : {:.4f}, Recall
{:.4f}". format(accuracy_sc,precision,recall))
print(“F1: {:.4f}, Cohen-Kappa : {:4f}".format(fl, kappa))

Fig. 4. CNN Accuracy Calculation

Figure 5 represents the RNN model scripting, which will have several layers. The input connection
within the LSTM nodes is eligible for dropout, which can be applied as necessary. The data on the
input connection to each LSTM block is excluded from node activation and weight updates if there is
a dropout on the input. This means that for a given probability, the data will be dropped.

regressor.add(LSTM(units = 10@,activation="tanh’, return_sequences = True,
input_shape = (X_train.shape[1], 1)))

regressor.add(SimpleRNN(units = 50,activation="tanh’, return_sequences

regressor.add(Dropout(@.2))

regressor.add(SimpleRNN(units = 50,activation="tanh’, return_sequences
regressor.add(Dropout(9.2))

regressér.add(SimpleRNN(units = Se,activation=‘%anh', return_sequences
regressor.add(Dropout(0.2))

regressor.add(SimpleRNN(units = 50))
regressor.add(Dropout(@.2))

Fig. 5. RNN model scripting

Figure 6 shows how the RNN architecture has been combined using the Adam optimizer. It is an
alternative to stochastic gradient descent as an optimisation technique for training deep learning models.
This RNN architecture used regressor.fit to fit the training set.

regressor.compile(optimizer = ‘adam’, loss ‘mean_squared_error' ,metrics=[‘accuracy'])

t = regressor.fit(X_train, y_train, epochs = 8, batch_size = 32, validation_data=(X_test,y test))

Fig. 6. RNN training script
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3.5 Model Performance Evaluation

The goal of any model evaluation should be to establish whether or not the performance of a
model meets the objectives it was designed to achieve. However, when it comes to tasks involving
the detection or classification of malware, class-unbalanced classification problems occur naturally.
This means that the number of benign software samples is significantly greater than that of harmful
software, and the quantity of malware samples within large families is far greater than those within
rare families. As a consequence of this, the effectiveness of the malware detection or classification
model needs to be evaluated using the right metrics in order to provide a complete picture. The
following metrics of evaluation are being used in these studies, True Positive (TP), True Negative
(TN), False Positive (FP), False Negative, Accuracy, Precision, Recall and F-Measure.

4. Result and Discussion
4.1 Result and analysis for CNN

Figure 7 shows the confusion matrix graph that contains true positives (TP), false positives (FP),
true negatives (TN), and false negatives (FN). The true positive for this validation set is 100%. It means
this validation set correctly detects or classifies the grayscale image as malware. The true negative is
94%, which means the validation set is correctly detected as benign and not classified as malware.
The false positive rate is less than 10%, which is good since the validation set is less likely to be
incorrectly detected as malware or incorrectly classified as malware, while the grayscale image
sample is benign. The false negative is 0%, which means the validation set does not incorrectly detect

the malware grayscale image as a benign sample.
10
08
0.065
-06

-00

benign

Tue label

malware
=)

| '
benign malware
Predicted label

Fig. 7. Confusion matrix graph for CNN architecture.
Figure 8 shows the accuracy value for every grayscale image in the validation set. The validation of the

dataset was successful, as indicated by the green colour label that is located above the image. On the other
hand, the red colour indicates that the dataset was categorised incorrectly.
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Fig. 8. Accuracy value for each grayscale image

4.2 Result and analysis for RNN

Figure 9 shows the confusion matrix graph that contains true positives (TP), false positives (FP),
true negatives (TN), and false negatives (FN). The true positive for this validation set is 62%. It means
this validation set correctly detects or classifies the features as malware. The true negative is 26.5%,
which means the validation set is correctly detected as benign and not classified as malware. The
false positive rate is less than 12%, which is good since the validation set is less likely to be incorrectly
detected as malware or incorrectly classified as malware, while the feature sample is benign. The
false negative is 0%, which means the validation set does not incorrectly detect the malware features

as a benign sample.
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Fig. 9. Confusion Matrix for RNN architecture
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4.3 Comparison between CNN and RNN

According to Table 1, CNN has a 97.5 percent accuracy, whereas RNN has an 88.5 percent
accuracy. Since then, CNN has improved its ability to determine whether a file is malicious or benign.
This is because CNN layers contain many convolutional filters that evaluate the complete matrix of
features and minimise spatial size. This makes CNN a very convenient and suitable network for
categorising malware and benign data. RNN are less accurate than CNN due to memory-bandwidth-
restricted computations that minimise the utilisation of neural network implementation.

Table 1

Comparison between CNN and RNN architecture
Model (%) CNN RNN
Accuracy 97.5 88.5
Precision 97.6 84.4
Recall 97.5 100
F1-Score 97.5 91.5

5. Conclusions

In this study, the purpose is to construct a deep learning classification model based on the
extracted features from sampled malware and benign software. The feature is being converted from
hexadecimal to binary. After that, it will be converted to a grayscale image using Python code. The
second purpose of this study is to evaluate the accuracy of the resulting malware detection model.
This study used training and validation to achieve accuracy. For training purposes, use 80% of the
combined grayscale image from benign and malicious software. For the validation, we will use 20%
of the grayscale image dataset. The accuracy of the CNN architecture approach is 97.5%. Meanwhile,
the accuracy of the RNN architecture is 88.5%. This shows CNN is more accurate in determining
whether the image is malicious or benign.

For future works, several suggestions can be made to enhance its quality and accuracy. To
improve this project, we encourage the gathering of additional feature selections. This is because the
system has the capability to generate large grayscale images. Aside from that, this study needs to
make use of a larger dataset to get a higher level of accuracy and implement using another various
technique of deep learning.
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