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Cyberbullying is becoming a prevalent issue in the digital world today. The pressure on 
adolescents to endure online harassment which often occurs from masked bullies is 
stringently oppressing. There is also a lack of research regarding this topic and a 
gruesome debate as to considering it among relevant cybersecurity issues. This paper, 
via a qualitative approach based on a critical literature review and secondary data, 
assessed whether cyberbullying is an emerging psychological cybersecurity issue. The 
end goal is the proposal of innovative cybersecurity solutions that can help in 
mediating cyberbullying. Findings revealed that digital device prevalence is a major 
propeller of a pressing health challenge among youngsters globally regardless of their 
educational level. Moreover, it was deduced that cyberbullying is strongly linked with 
the psychological aspect of cybersecurity, an evolving area of the human aspects of 
cybersecurity. Cyberbullying includes threatening, embarrassing, harassing or 
demeaning an individual via an online platform. In extreme situations, statistics have 
revealed that the majority of cyberbullied victims are at high risk of committing suicide. 
Thus, cybersecurity strategists need to include policies that combat cyberbullying as 
well as add it to the list of major cyberthreats. One of the best solutions to mediate 
cyberbullying is to develop a system that blocks cyberbullying perpetrators and 
ensures a safe system especially for younger online users to report such issues to 
higher authorities. Also, training on cyberbullying is essential to create awareness of 
this menace among online users. Conclusively, if the issue of cyberbullying is handled 
in a judiciously technological manner, the internet could be a bit safer for all categories 
of users. 
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1. Introduction 
 

In recent times, cyberbullying has escalated into an issue of social harassment in many 
educational institutions globally. Novel communication technologies have tried to proffer support to 
deal with such rare means of harassment which usually occurs amongst youngsters, from the cradle 
up till their adulthood. This is in concordance with its probable association with expansive economic 
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and social circumstances. In contemporary technologically advanced times, communication amongst 
individuals via digital devices is integrated into daily collaborative dynamics. Thus, the present 
technological revolution has changed the manner of relationships and communication. For 
youngsters, this indicates that school is not the only place where they can meet, interact and 
socialize, but now there is an option of socializing via cyberspace [1]. 

Therefore, community life alongside interpersonal relations generated in space has become an 
element of importance, leading to the development of personal social competence. Concerning 
adolescents, the majority of such interactions occur at school [2]. This is obvious as school is among 
the major places where students and young people consume a reasonable amount of their time. It is 
also a place where socialization occurs via daily coexistence. Thence, this environment is essential in 
the enhancement of criminal or antisocial behaviours at a young age as well as could also serve as a 
crucial part of their prevention [3,4]. 

Technology has negatively influenced school violence by introducing novel violent dynamics, one 
of which includes cyberbullying. Thus, technology has changed the manner of communication, work 
processes and training respectively [1,5]. This issue is therefore of much concern due to its scope, as 
the majority of victims are youngsters. This is a challenge of major concern in society, as it could even 
be more serious than expressed in a context where it leads to several kinds of abuse, such as child 
maltreatment, of which the breeding of suicidal ideas and even suicide itself is not exempted [6,7].  

Thus, cyberbullying can be indirectly likened to an aspect of traditional harassment that 
intrinsically characterizes bullying, with the inclusion of intentionality, continuous repetition by the 
consistent aggressors and aggressive acts, amongst other characteristics such as social media 
advertisement, difficulty in cutting off from the cyberspace and anonymity [3,5]. As a result of this 
approach, cyberbullying is considered to be a major contributor to a wider web of crime based on 
three sources of risk, namely the environment, individuals (victims) and society at large. This is based 
on the Triple Criminal Risk model [8].  

Cyberbullying has a differentiating element via technological usage, a reason why it is defined as 
intentional and repeated damage caused electronically, via the Internet or mobile and is propagated 
by a person or group of persons against which it is almost impossible for the victim to defend 
themselves [1]. This is a critical issue of consideration as it affects not just the security of the victim 
but their psychological and mental health.  

From a conceptual definition perspective, cyberbullying consists of hostile and cruel conduct 
against an individual or a rival via sending or publicizing harmful materials or engaging in other 
socially aggressive forms via digital technologies or the internet. Moreover, it is socially inappropriate 
online behaviour that comprises intimidation, harassment, insults, threatening messages, 
humiliation, taunts and usage of inappropriate language, amongst others. 

Regarding the fact as to if cyberbullying is part of cybersecurity, is an issue not yet addressed by 
mainstream literature in this field. Cyberbullying as explained earlier uses the digital environment via 
technology to harass victims, thereby leaving them in a vulnerable state which is a key aspect of 
cybersecurity. Vulnerability can be devastating and is common in many cyberthreats, of which 
cyberbullying does not seem different. Therefore, this paper considers cyberbullying critically and 
tries to conceptually derive the link with cybersecurity and its effect on the victims. Moreover, 
solutions that can help eradicate cyberbullying a psychological aspect of cybersecurity is also 
presented.  

Educational policies alongside pedagogical and didactic trends are in increased advocacy of 
technology usage both in and out of the classroom to serve as a supportive medium for learning and 
teaching [9,10]. Contemporary youngsters, as compared to their parents, are digital natives; this 
means they possess a greater knowledge of technology than the digital immigrants (older persons, 
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such as their parents). Thus, youngsters find a haven of privacy online that enable them to interact 
with peers which poses as a form of refuge for the youngsters to remain a devastating vulnerable 
state when assaulted. Consequently, for the harassers, the digital environment is an effective and 
perfect avenue to attack their victims as the technologies is of eases to them and doesn’t pose any 
of defence, they attach in a masked confrontation and the scope of damage achieved is 
proportionally considerable to the executed action. It is therefore important to note that in the 21st 
century, the human life is now digitalised, thereby requiring that the populace is well trained to 
manage the novelties and challenges in course. 

With regards to psychological effects probably sufferable by the victims of cyberbullying, it has 
been observed that symptoms such as high levelled anxiety, helplessness, self-concept degradation, 
diverse psychosocial maladjustments, low self-esteem and depression-like mood disorders [4,11], 
occur by victims of cyberbullying during their youthful age all through to adulthood. This is a sign that 
cyberbullying is indeed a major aspect of cybersecurity and could be included in the psychological 
aspect of cybersecurity a major constituent of the human aspects of cybersecurity. This is still an 
understudied area in literature and needs to be explored critically. Furthermore, it has been observed 
that many victims when suffering from bullying, face low performance in academics, truancy, 
difficulty concentrating, as well as some desiring to become cyberbullies themselves [9,12]. This 
could lead to vulnerability to stress, further leading to negative emotions, such as suicidal thoughts 
and fear of the unknown. 

Therefore, this study is of utmost significance to the entire community and cybersecurity 
stakeholders at various institutions, governments and society at large. This study can foster the 
enablement of appropriate comprehensibility of actual patterns of cyberbullying coping mechanisms. 
Moreover, findings from this study suggest that cybersecurity stakeholders collaborate with 
cybersecurity strategists to ensure the inclusion of policies that can combat cyberbullying as well as 
publish it in the category of major cyberthreats and not just view it as a mere social menace. Among 
the best solutions for cyberbullying mediation is the development of systems that can block the 
perpetrators of cyberbullying as well as ensure a safer system that can be used by online users, 
especially younger users in reporting cyberbullying related issues to higher authorities that can take 
drastic actions to mitigate it. For institutions and the government, this study promotes training on 
cyberbullying and exposure of its hidden critical negative effects to create awareness among online 
users and to protect the cyberspace of institutions and government. These research implications can 
inform strategic programming efforts that can comprise cyberbullying awareness lessons/training, 
knowledge regarding the state of the law towards cyberbullying as a cybersecurity issue, as well as 
training on social skills. Moreover, there is substantial information provided via this research that can 
assist parents of youngsters with access to technology and how they can guide their wards against 
cyberbullying victimization. 

The remainder part of this paper discusses the methodology used in this review, results and 
discussions focusing on cyberbullying as an emerging psychological cybersecurity issue as well as 
finding the target victims of cyberbullying and proposing innovative cybersecurity solutions to 
mediate cyberbullying and a brief conclusion on the topic. This paper aims to contribute to exposing 
the psychological effects of cyberbullying and how this affects the potential victims, most of which 
are youngsters and adolescents. 

 
2. Methodology 

 
This paper, via a qualitative approach based on a critical literature review and secondary data, 

assessed whether cyberbullying is an emerging psychological cybersecurity issue. The research 
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approach is tailored to conceptual and narrative research, which involves a critical review of case 
studies and empirical studies to gather verified information regarding cyberbullying and its 
emergence as a cybersecurity issue. Moreover, the articles examined were retrieved from high-
impact journals, as well as research databases comprising Science Direct, Google Scholar, IEEE and 
Springer, amongst others. A criterion was set for reviewing each article, which included the recency 
and relevance of the article to this subject. Also, articles that were above 10 years old as of the time 
of this paper’s publication were exempt from the review. Though, in rare cases, a few articles older 
than 10 years were included as they are foundational articles. Moreover, studies that had limited 
contribution to the subject were also exempted. Regarding the data analysis, the author judiciously 
ensured that the most essential information was transcribed and extracted carefully to ensure the 
objective of the paper was fully achieved. 

 
2.1 Study Design 

 
In this study, a scoping review was carried out based on Arksey et al., [13] framework. Scoping 

reviews are used for proper synthesis of obtainable information dwelling in existing literature, 
thereby acting as a preliminary indication and probable literature body size with emphasis on an 
emerging subject of interest [13,14].  

 
2.2 Scoping Review Strategy 

 
A scoping review strategy was adopted in this study as recommended by the literature. To ensure 

that the reviewed articles were up to date, the screening of publications was limited to papers 
published between the last 10 years, 2014 to 2024. The review underwent a dual search approach, 
which comprised controlled and uncontrolled search mechanisms. The controlled search which was 
adapted from a systematic literature review helped in mitigating biases or incomplete evidence from 
a study [14]. This search approach produced optimal literature mapping alongside standardized 
findings. Furthermore, the control search was done through the IEEE, Scopus and Springer databases. 
Consequently, the uncontrolled search was carried out via generic databases such as Google Scholar, 
Science Direct and Web of Science, to explore the field of study extensively which eventually led to 
an extraction of a larger range of articles within the defined cyberbullying scope. As a result of this 
systematic process, publications of interest were identified based on occurring terms such as title, 
abstract and the main text. All articles were screened carefully. Table 1 presents a sample list of 
searched terms used in this review. 

 
2.3 Inclusion and Exclusion Criteria 

 
The procedure used in searching was carried out iteratively, thus enabling the researcher to 

capture essential articles regardless of the methods, quality and research designs employed [14,15]. 
Only articles written in the English language as well as had explicit reference to the domain of 
cyberbullying, online safety and cybersecurity were accepted. To justify the reliability of the 
screening process of articles, crucial steps were taken in assessing the databases as well as extracting 
final records for the qualitative synthesis. Moreover, a Preferred Reporting Item for Systematic 
Revives and Meta-Analysis (PRISMA) protocol was utilized [16,17] which helped in strengthening the 
review to be of more advanced value. Also, only articles within the last 10 years were included, 
although there were a few exceptions where the articles were foundational and theoretical 
backgrounds. 
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Table 1 

A sample list of search terms used in this review (Wildcards and Boolean 
operators were used for the searches) 
Searching Terms Search Explore Databases 

Search terms  cyberbullying* 
  “cyberbully*” 
  cybersecurity 
  cyberbully victims 
  “cyberbully victim psychological impact” 
  “cyberbully victimization” 
  “cyberbully perpetrators” 
  cyberbully teenager 
  youngsters* 
  teenager* 

 online safety 

 
2.4 Article Screening and Selection 

 
A three-phase search process included article collection, scanning of the title and abstract as well 

as reading the full text. At least two reviewers (FF and ZA) inspected each article and ensured that 
they adhered to the inclusion criteria as well as the extracted data accuracy. Overall, about 1328 
articles were retrieved in the first phase of data search, with about 600 duplicates detected. 
Furthermore, all articles underwent critical examination via carefully analysing and reading the 
abstracts and titles to ensure the papers are eligible for review. At this phase, the articles were 
assessed based on the availability of abstract and full text, whether the language was in the English 
language and the level of data sufficiency or importance. Thus, after these screenings, about 660 
articles were excluded from the review. The next phase involved the screening and reading of the 
entire text and another 38 articles were removed as a result of issues comprising: a lack of focus on 
cyberbullying, not related to cybersecurity issues and no focus on youth or teenagers. Thus, the 
articles that eventually met the study inclusion and exclusion criteria were a total of n=30. The 
PRISMA diagram for this review is depicted in Figure 1.  

  
2.5 Data Analysis Method 

 
All selected full-text articles were added to Endnote referencing software. Also, an Excel 

spreadsheet was used in summarizing the findings, synthetization of essential themes, as well as to 
make conclusions on inferences. In this study, qualitative synthesis alongside content analysis and 
thematic analysis were employed to identify the relevant features that aided the classification of 
findings into several themes. These themes were derived inductively, in which each theme comprised 
of information specific to the subject topic of cyberbullying as a cybersecurity issue. 

 
3. Results and Discussion  

 
The findings presented in this section constitute the major extractions from the review. This 

paper presented a general discussion about cyberbullying as a psychological cybersecurity issue as 
well as its effect on the victims. In terms of sequence, the findings are split into three major parts 
which answer the three research questions addressed in this paper. First, it discussed the target 
victims of cyberbullying, followed by the psychological effect of cyberbullying and how this links to 
cybersecurity. Finally, it provides innovative cybersecurity solutions to mediate cyberbullying.  
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Fig. 1. PRISMA flow diagram for cyberbullying literature search 

 
3.1 Target Victims of Cyberbullying 

 
Recent research which conducted a bibliometric analysis on the factors of cyberbullying found 

that among the top 20 keywords associated with cyberbullying, the terms “adolescent”, “child”, 
“adolescence’, “school”, “education”, “mental health”, “depression”, “psychology”, were 
interrelated [18]. This indicates that one of the major victims of cyberbullying is children and 
adolescents (secondary school students). However, further research has indicated that the trend is 
moving from just adolescents and children to university students and younger adults, as the issue of 
cyberbullying is progressive. 

In many situations, cyberbullying is intertwined with bullying in school [19,20]. Nevertheless, 
there is a need for proper recognition of distinctive characteristics of the individual forms of 
aggression. In cyberbullying, the offender can be a total stranger or an acquaintance from afar, 
whereby dangerous materials can be copied and spread easily thus increasing the chance of causing 
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harm even far after the main aggressor has stopped. Unfortunately, the victim is on the receiving end 
as they cannot avoid the attack, as they continue making use of the internet to avoid being socially 
isolated yet remaining socially damaged. Conversely, cyberbully victims are mostly physically far from 
the bully during the period of attacks [6], thereby probably influencing the attack’s perceived 
severity. 

Consequently, victims of cyberbullying have applied a couple of coping strategies as done by 
victims of online harassment, however, there are some evident differences regarding the choice of 
strategies. For example, literature informs that cyberbullying victims are usually more active in search 
of online advice, confronting their bullies online, as well in changing their contact details. Moreover, 
cyberbullying victims tend to make use of more avoidance strategies yet rely less on cognitive 
responses involving deliberating putting in efforts to regard a cyberbullying event as less serious or 
keep themselves far away from the incident by encouraging themselves of the fact that it only 
occurred in a virtual space and not in reality. 

A corpus of studies has conducted assessment on cyberbullying in adolescence, yet certain 
studies suggested the prevailing occurrence of cyberbullying in higher learning institutions [11,21]. 
Surprisingly, data from the literature seems to be quite alarming, as it suggests that about twenty to 
fifty percent of youngsters have experienced cyber victimization in the environments of a university. 
In fact, Martínez-Monteagudo et al., [11] confirmed that about 22.5% of students in higher learning 
institutions were intimidators of other students at least under one scenario while 55.3% were victims 
of cyberbullying at one point or their lives. This secondary data therefore infers that cyberbullying is 
not just an issue among adolescents and children, but a progressive issue that affects even older 
cyber-users.  

Furthermore, from a survey among 2052 primary and secondary school children, it was revealed 
that the issue of cyberbullying among youngsters is not marginal [22]. Nevertheless, discrepancies 
exist between prevailing figures consequent to direct measurement versus indirect cyberbullying 
measurement. Therefore, youngsters who have engaged in the act of bullying online or via a digital 
device were younger and often victims of cyberbullying themselves as well as sometimes 
perpetrators of traditional bullying. This is a serious issue as it shows the progressions of victimization 
of cyberbullying, thus making it even more difficult to mediate. With such knowledge in circulation, 
it is important that cybersecurity training on cyberbullying should be available to diverse categories 
of the populace, especially youngsters, but also include young adults and even middle-aged people. 
Any active user of the Internet can be a victim of cyberbullying and could also indulge in the act of 
cyberbullying other Internet users as well.  
 
3.2 Psychological Effect of Cyberbullying 

 
Recently, there has been a dramatic rise in the bullying cases of youngsters attending school via 

the use of technological communicative devices. The vast spread of emerging technology as well as 
social media platforms has brought about several advantages, however, it also has some negative 
implications such as exposing youngsters to novel cyberthreat risks, one of which is cyberbullying. A 
definition of cyberbullying has been presented in the previous sections. Typical cyberbullying 
behaviours consist of offensive or threatening calls or messages, publicizing confidential or private 
information, humiliation and insults, photograph manipulation, recording of subsequently 
disseminated assaults, exclusion and identity theft, amongst others [1,22].  

Cyberbullying has a couple of well-recognized consequences, which affect both the victims as well 
as the offenders, especially during the stage of adolescence (youthful age). Nevertheless, a couple of 
studies have also analysed these effects among university students. Gathered from several studies, 
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it is shown that cyberbullying victims suffer from depression and low self-esteem. Stress, 
helplessness, sleep disorders, somatization, irritability, anger, lack of concentration in academics and 
anxiety, amongst others [18,23]. More extreme cases of cyberbullying could lead to suicidal thoughts 
or behaviours [11]. There are instances in literature where cyber-victimization has been widely linked 
with suicide [9,11]. A systematic review by John et al., [24], revealed that cyberbullying victims face 
higher risks than non-victims as regards suicidal behaviours and self-harm tendencies. More recent 
studies have also revealed that there is a significant association between suicidal thinking and 
cyberbullying. The reason for the former may be due to the detrimental characteristics of 
cyberbullying as the information is permanently accessible globally, thus resulting in inevitable and 
continuous bullying, as materials published on the internet can be accessible to the public for a longer 
period. This thereby facilitates the offender’s anonymity, thus extending victimization beyond 
necessary [1]. 

Literature has established that there are serious effects of traditional bullying on victims. Some 
of these effects include increased depression levels, psychosomatic symptoms, severe physical harm, 
anxiety and even suicide. Moreover, there is a sense of social ineffectiveness being felt by bullied 
students amongst other greater interpersonal difficulties, lower competence in academics, alongside 
higher absenteeism from school [11,25]. Corroboratively, several scholars from the emerging 
cyberbullying field have hypothesized a greater impact and more severe effects for victims as this 
medium of bullying is continuous and has the possibility of reaching a wider audience, hence exerting 
more bullying forces on the victim. Nevertheless, to date, there is scarce empirical evidence that 
backs this claim, thus a research area for future studies to consider. Among the few studies that tried 
to find the effect of cyberbullying among victims, findings indicated that traditionally victimized 
bullied students reported to have felt a crueller and harsher impact on their lives as compared to 
those who were victims of cyberbullying. However, striking evidence revealed that the mental health 
of cyber-victims who underwent cyberbullying suffered a highly significant measure of social 
difficulties as well as higher levels of depression and anxiety than traditional bullied victims. These 
findings thereby infer that the effect of cyberbullying is indeed grievous and cannot be considered as 
less a problem than traditional bullying. Therefore, measures need to be put in place to eradicate the 
occurrences of cyberbullying among youngsters, which has become an evolutionary issue. 
 
3.3 Recommendations and Innovative Cybersecurity Solutions to Mediate Cyberbullying 

 
Having ascertained that cyberbullying can be classified as a psychological cybersecurity issue, how 

then can cybersecurity solutions help in mitigating the effect of cyberbullying. It is seemingly evident 
that it is not effective enough to simply ignore severe incidents of cyberbullying, even if the victims 
who are mainly youngsters might want to, yet it is not certain to be an adaptive solution. As informed 
by Xiao et al., [9], the strategy of ignoring is of less value to the victim based on the severity of the 
harm and the cumulative period of the cyberbullying event. Therefore, cybersecurity professionals in 
the field of intervention and prevention need to acknowledge the difference in operation for the 
effectiveness of cyberbullying victims from those of online harassment. Consequently, stressing the 
effect of purposeful ignoring (referring to a choice to ignore without reframing as less serious) is very 
essential. A recent study evaluated this strategy as emotionally helpful in stopping cyberbullying. As 
established by literature, coping strategies for cyberbullying might discourage the offender from 
progressing with the act of cyberbullying. However, it is essential to pay more attention to a broader 
context that can enable an adequate understanding of the actual patterns of cyberbullying coping 
mechanisms. 
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Furthermore, there is a prevalence of technological coping strategies, which are mostly popular 
and are considered effective measures of mediating cyberbullying [26,27]. From recent research, it 
was noted that via the application of technological coping, more than half of cyberbullying victims 
deleted the aggressor/offender from their contact lists and changed their settings to block the 
offender. However, changing or deleting their username/phone activities was used rarely. This 
reluctance shows how important youngsters place their daily digital lives and how hooked they are 
to the internet. Technological solutions have been considered an effective measure and are often 
cited as effective in evicting the bully from the scene. Regarding other technological measures, 
searching for online advice on cyberbullying has been reported as a not popular way to mitigate 
cyberbullying as the majority of cyberbullying victims do not consider this option. This is a question 
for future research as to the kind of advice available online regarding cyberbullying. Overall, from 
past scholarly works, technological strategies are recommended as a reliable solution to tackle the 
issue of cyberbullying. 

Another recommended strategy from related investigations is to seek support from others. It has 
been discovered that informing a third party about bullying helps in stopping about half of cases and 
contributes significantly to the emotional coping of the victims of cyberbullying. This infers that 
though others may not be able to solve the situation, they could serve as a qualitative source of 
emotional support. Therefore, anti-cyberbullying platforms must be set up, especially in the learning 
environment which could comprise primary school, secondary school and even university level. 
Consequently, online parental supervision is considered a defence against cyber-victimization, 
however, there is a likelihood that this relationship be mediated by the practices of children in social 
networks. As registered by the literature, parental supervision is identified as an important factor for 
protection [28,29]. Nevertheless, certain systematic reviews [3,7,26] have argued that there are 
inconsistencies in the results among the analyses of parental factors as a defensive measure against 
cybervictimization of which cyberbullying is core. Thus, these inconsistencies in findings are 
suggestive to state that there is a complexity in the relationship between cyberbullying and parental 
supervision, thus indicating the need for further research. 

Another solution could be to organize cybersecurity training sessions with a focus on 
cyberbullying and its effect on the psychological aspects of the victim. Moreover, gamification in 
cybersecurity has been known to be of much effect in educating and informing targeted audiences 
about the danger of cyberthreats and the need to be cybersecurity-conscious [30]. Consequently, 
cyberbullying awareness and coping strategies in a gamified cybersecurity instrument can serve as 
an icebreaker in mediating cyberbullying among youngsters. Among the prospective avenues for 
enhancing the effectiveness of cyberbullying intervention programs is the active involvement of 
bystanders or supporters to support the victim as well as assist in eradicating the bullying. Certainly, 
a couple of researchers focusing on traditional bullying have revealed that defenders or bystanders 
play an important role in mitigating bullying [4,5,23]. However, there is less research that focuses on 
cyberspace defenders in this case. Thus, cybersecurity units of education centres of all levels of study 
should incorporate this medium into the cybersecurity assurance program for their respective 
audiences. 
 
3.4 Advancement in Technology and Engineering: Recommendations to Mitigate Cyberbullying 

 
Significant potential can be offered by technology and engineering to curb cyberbullying. This can 

be done via the provision of tools and systems that enhance detection, response and prevention. 
Artificial intelligence (AI) and machine learning (ML), for example, can be utilized for the development 
of advanced algorithms that can detect patterns in real-time cyberbullying occurrences on social 



Journal of Advanced Research Design 

Volume 128 Issue 1 (2025) 22-34  

31 

media and messaging platforms [31,32]. These systems can analyse emojis, textual content and 
multimedia to flag behaviours that are abusive or threatening, thereby enabling a swift intervention. 
In a recent study, it was highlighted that content-moderated tools engineered by AI were able to 
successfully mitigate the spread of harmful messages, thus emphasizing their role in promoting a 
safer online space [33]. Moreover, the integration of natural language processing (NLP) technologies 
allows these systems to have a clear understanding of the context, thereby reducing false positives 
and improving accuracy. AI algorithms can also alert moderators or take automated actions to 
protect digital users from falling victim to cyberbullying, such as hiding posts that are harmful or 
warning users to avoid such behaviours. Recently, another study demonstrated how the prevalence 
of cyberbullying on student-centric social platforms was drastically reduced via AI-based sentiment 
analysis tools [34], thereby showcasing their efficacy in pre-emptively reducing harmful interactions.  

Engineering innovations have also contributed to creating a safer online space via enhanced user 
privacy and accountability measures. For instance, biometric systems and multi-factor authentication 
can help in reducing the potential for identity theft, which is often exploited by cyberbullies to target 
or impersonate their victims. Moreover, emerging technologies such as blockchain technology are 
powerful tools that can mitigate anonymity by enabling traceable and secure digital identities and at 
the same time maintaining the privacy of users. A recent study illustrated how decentralized identity 
systems can help limit online aggressors' anonymity without compromising the victim or 
whistleblower’s safety [35]. Consequently, engineering platforms that have integrated education 
features can raise awareness about cyberbullying’s psychological impacts. Studies have shown that 
gamified learning modules that simulate real-life scenarios and teach empathy have proven to 
effectively mitigate adolescent bullying behaviour [36,37]. Through the integration of these 
solutions, engineers and technologists can contribute to a strategy that is comprehensive in 
addressing cyberbullying from prevention to resolution.  

The interaction between technology and human-centric engineering ensures that the solutions 
proposed are not only effective but also take scalability and inclusiveness into consideration. Thus, 
collaborations need to occur between educators, policymakers and technology developers, to create 
adaptive systems that can evolve with the current digital trends. Thus, the incorporation of 
engineering principles and machine learning into educational curricula and public cybersecurity 
awareness campaigns can aid in the empowerment of individuals in cyberbullying recognition and 
counteracting. Such a holistic approach will not only ensure a safer online experience but also 
promote a digitally responsible culture. Therefore, if ethical engineering practices and innovation are 
well-prioritized, the global community can make significant progress in eradicating cyberbullying in 
the digital age.  
 
4. Conclusion 

 
 This paper has exploratively addressed cyberbullying as a psychological cybersecurity issue. It 
has further been found that victims of cyberbullying could vary as compared to the notion that it is 
mostly common among adolescents. From the findings of this study, it was discovered that 
youngsters in general are targeted victims of cyberbullying. University students and other young 
adults have been proven to be victims of cyberbullying as well. This infers that cyberbullying is a 
progressive cybersecurity issue that evolves with the development of the victims. Unfortunately, 
some victims of cyberbullying also upgrade to become bullies themselves to satisfy their grievances. 
Among the effective strategies to mitigate cyberbullying included technical solutions of which 
suggestions are for the formation of anti-cyberbullying online platforms, as well as including 
cyberbullying as a topic in novel cybersecurity gamification innovations. Regarding the psychological 
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effects of cyberbullying, it has been discovered that there is a probable link between cyberbullying 
and suicidal thoughts or even behaviours, amongst other socioeconomic and psychological effects 
such as mental disability, low self-esteem, etc. It is therefore essential that the findings of this 
research should be implemented and put into practice by various cybersecurity units of educational 
institutions, thus helping to mediate cyberbullying as well as maintain cybersecurity assurance 
among online users. 
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