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must be addressed to keep pace with the rapid evolution of cyber threats. This
paper aims to address this gap by recommending strategies to enhance
cybersecurity and information system integration in engineering programs,
emphasizing adapting to emerging technologies. A systematic literature review
conducted using Scopus and Mendeley databases identified 98 publications from
2013 to 2022, of which 67 were deemed relevant after filtering for duplicates and
irrelevance. Thematic analysis was used to categorize the literature into five main
themes, offering insights into key challenges and opportunities for integrating
cybersecurity into engineering education. The study finds that adaptation to the
evolving cybersecurity landscape and promoting interdisciplinary collaboration
are pivotal to advancing curricula. This study concludes that adapting curricula to
the evolving cybersecurity landscape is essential for equipping graduates with
the skills needed to protect tomorrow's digital infrastructure. Further research is

Keywords: recommended to assess these integrations' long-term impact on graduates and
Information system; cybersecurity; explore how emerging technologies will continue to reshape educational
engineering education; thematic review paradigms.

1. Introduction

In the rapidly evolving digital era, the seamless integration of robust information systems and
cybersecurity into engineering education is a compelling necessity. The escalating frequency and
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complexity of cyberattacks pose a substantial threat to our globally interconnected society, placing a
significant responsibility on engineering institutions [1,2]. These institutions bear the crucial task of
preparing the next generation of engineers, equipping them to navigate the complex realm of
information systems while adeptly guarding against ever-evolving cyber threats. Achieving this
transformative goal requires a departure from conventional, isolated educational methodologies in
favor of interdisciplinary approaches fostering cyber awareness and providing immersive, industry-
integrated learning experiences [3,4]. Within this dynamic and ever-evolving educational milieu,
engineering students must acquire proficiency in core technical domains and cultivate the
competencies required to fortify the digital bedrock of our contemporary world. Through a
comprehensive, forward-thinking approach to engineering education, students are empowered to
excel as digital custodians, ensuring the enduring resilience of the digital future.

The compelling necessity to reinforce the integration of Information Systems and Cybersecurity
in Engineering Education is underscored by the wealth of research published between 2013 and
2022. This decade has witnessed remarkable advancements in information systems and
cybersecurity, making it a pivotal period for exploring best practices, addressing challenges, and
capitalizing on opportunities in the field [5]. A review of these research publications provides a
systematic framework for understanding the intricacies of incorporating information systems and
cybersecurity into engineering curricula. This structured approach serves as a valuable tool for
organizing and synthesizing the abundance of insights contained within these publications,
facilitating the extraction of essential lessons and evidence-based strategies to enhance engineering
education. By harnessing this wealth of knowledge, the accumulated wisdom from the past decade
is thoughtfully applied to meet engineering students' present and future needs within our
increasingly interconnected world.

Recognizing the evolving landscape, this study identifies crucial gaps in the integration of
emerging technologies, such as artificial intelligence and the Internet of Things, into engineering
education. While much progress has been made in information systems and cybersecurity, there
remains a lack of comprehensive exploration of these technologies' implications within curricula.
Moreover, interdisciplinary collaboration and the ability to adapt to constantly evolving cyber threats
have not been fully addressed. By exploring these under-examined areas, this study aims to provide
valuable insights into how engineering education can evolve to meet the demands of the digital age.
The significance of this study lies in its potential to inform educational institutions on how best to
enhance their curricula to produce future-ready engineers who are well-equipped to safeguard the
digital realm. The objective of this study is to systematically review the integration of information
systems and cybersecurity into engineering education over the past decade, identifying key
challenges and proposing strategies to fortify curricula for future advancements.

2. Methodology

The methodology used in this research is thematic review process. Table 1 summarizes the
outcomes derived from an extensive literature search conducted using the Scopus and Mendeley
databases. The primary aim of this search was to support the initiation of a systematic review focused
on scientific articles found in previous studies [6-9]. Therefore, this systematic review aims to
enhance the comprehension of the current academic knowledge pertaining to the intersection of
information systems and cybersecurity within engineering education. This systematic review's initial
phase yielded a total of 98 publications, drawn from both the Mendeley and Scopus databases. It is
noteworthy that the process commenced with a substantial volume of potential articles, comprising
17 from Mendeley and 81 from Scopus. These preliminary findings underscore the foundational stage
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of the systematic review, wherein a comprehensive selection of relevant scholarly articles is gathered
and examined.

To ensure the inclusivity and relevance of the articles, specific selection criteria were meticulously
applied during the search. These criteria encompassed articles published within the time frame of
2013 to 2022 and articles that incorporated keywords such as “cybersecurity,” “information system,”
or “engineering education.” The application of these criteria refined the search results to form a final
pool of 98 publications, which will be subjected to detailed analysis and assessment in subsequent
phases of the systematic review. In essence, the compilation of these 98 publications signifies a
pivotal milestone in the systematic review process, marking the initial step towards the
comprehensive exploration and synthesis of existing academic knowledge in the field of information
systems and cybersecurity as they relate to engineering education.

Table 1

Search strings from Scopus and Mendeley

Database Search string Results
Mendeley “Cybersecurity' AND “Information System” AND “Engineering Education” 17
Scopus “Cybersecurity” AND “Information System” AND “Engineering Education” 81

To enhance the quality and relevance of the review, a rigorous process was implemented. Initially,
duplicate entries were removed to ensure the analysis was grounded in a unique and distinct set of
articles. Subsequently, a meticulous examination of the abstracts of the identified articles was
conducted. The primary objective here was to exclude articles that did not closely align with the
specific aims and focus of the study. This diligent approach culminated in a streamlined collection of
67 papers, which now form the foundational basis of this review, as indicated in Figure 1. In the
context of this research, the term “thematic review” was adopted, and Atlas.Ti was integrated as a
supportive tool. This choice is inspired by a model introduced by Zairul [6], seamlessly harmonizing
with the chosen approach. Thematic analysis has been prioritized as the central methodology for
conducting this comprehensive literature review [7].

Records identified through
databases search
(98)

Duplicates eliminated

(6)

v

Studies not eligible according
to inclusion and exclusion
criteria (25)

v

v

Articles included in the
review
(67)

Fig. 1. The process flow of article selection within the thematic review
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As defined by Braun et al., [10] in their influential work from 2012, thematic analysis is
distinguished by its systematic approach to identifying recurring patterns and constructing
meaningful themes. This method has proven to be instrumental in the in-depth exploration of the
subject matter, enabling the derivation and categorization of significant themes and patterns within
the expansive domain of information systems and cybersecurity within the sphere of engineering
education on a global scale. This research endeavour goes beyond a comprehensive review; it
encompasses the analysis and interpretation of the findings that have been gathered. These findings
serve as the foundation for well-informed and constructive recommendations, guiding future
research efforts in this critical area of study. The ultimate objective is to contribute to advancing
engineering education by illuminating vital insights and potential areas for further exploration and
innovation.

In the subsequent phase of the research, all 67 sets of metadata were methodically imported into
the data analysis software, Atlas.Ti, and designated as primary documents. This systematic approach
facilitated the structured and organized management of the extensive dataset. Initially obtained from
Mendeley, the metadata contained valuable information about the selected articles, forming the
foundational basis for subsequent analyses. Leveraging the capabilities of Atlas.Ti, a sequence of code
groupings was automatically initiated, visually represented in Figure 2 to illustrate the software's
organizational framework. The implementation of Atlas.Ti's classification system played a crucial role
in optimizing the systematic approach to data analysis. Through the utilization of this system, the
sorting process was significantly streamlined, fostering a structured and organized framework for
data analysis. This, in turn, enabled the efficient arrangement and categorization of the extensive
dataset, making it more manageable for subsequent analyses.

During the initial coding round, a total of 14 primary codes were generated, serving as the
fundamental building blocks for the analysis. These codes encapsulated key themes and concepts
extracted from the dataset. To further refine organization and effectively address the core research
guestions, these primary codes were thoughtfully arranged into thematic clusters. This systematic
categorization process was a strategic endeavor aimed at deriving meaning from the data and
revealing significant patterns and insights within the extensive dataset. Ultimately, this meticulous
categorization and organization process culminated in the identification of five main categories,
carefully designed to comprehensively address and resolve the core research inquiries. This
methodical approach ensured a comprehensive response to the research questions, rendering the
insights derived from the dataset well-structured and meaningful for the subsequent in-depth
analysis.
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Mezei (2020) - Introducing cybersecurity concepts in non-security courses through a pogil activity: A pilot study

Lansley (2020) - SEADEr++: Social engineering attack detection in online environments using machine learning

Obuhuma (2020) - Social Engineering Based Cyber-Attacks in Kenya

EIMamy (2022) - Using Blockchain-IPFS to Ensure Data Integrity in Arezzo-Flexible Manufacturing System

Khandelwal (2022) - Machine Learning Methods leveraging ADFA-LD Dataset for Anomaly Detection in Linux Host Systems
Cruz (2020) - Fostering cybersecurity awareness among computing science undergraduate students: motivating by example
Navarro (2015) - Using cybersecurity as an engineering education approach on computer engineering to leam about Smart Grid technologies and the next gen
Azadegan (2016) - An undergraduate Cyber Operations curriculum in the making: A 10+ year report

Shipman (2015) - Lab on a Stick

Li (2015) - Penetration testing curriculum development in practice

Chen (2013) - Help! Is There a Trustworthy-Systems Doctor in the House?

Estes (2016) - A capstone design project for teaching cybersecurity to non-technical users

Haywood (2013) - Teaching Java security to enhance cybersecurity education

Mohammed (2016) - A model for social engineering awareness program for schools

Ekstrom (2017) - Information technology as a cyber science

Yonemura (2017) - Practical security education on operational technology using gamification method

Mases (2017) - Obtaining better metrics for complex serious games within virtualised simulation environments

Theisen (2017) - Teaching secure software development through an online course

Aldawood (2018) - Educating and Raising Awareness on Cyber Security Social Engineering: A Literature Review

Beuran (2018) - Cybersecurity education and training support system: CyRIS

Malhotra (2015) - Bridging networks, systems and controls frameworks for cybersecurity curriculums and standards development
Vinayakumar (2018) - Evaluating deep learning approaches to characterize and classify malicious URL's

Bumap (2019) - Chatty factories: A vision for the future of product design and manufacture with loT

Rahouti (2019) - A customized educational booster for online students in cybersecurity education

Vitols (2019) - Engineering study program compliance evaluation to guidelines for software engineering curriculum

Fig. 2. The code grouip established from Mendeley metadata
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3. Results
3.1 Research Publication

The limitations encountered in the process of database queries, particularly the constraints
imposed by key search phrases such as “cybersecurity” and “information system,” led to a critical
observation. This observation revealed that the published articles within the domain of engineering
education exhibited significant disparities in terms of subject matter, emerging trends, and structural
characteristics. A thorough analysis revealed that these research themes were distinctly addressed
in 67 articles. Delving further into the data presented in Table 2, it provides valuable insights into the
frequency and distribution of articles in the field of information systems, cybersecurity, and
engineering education. The publication landscape exhibits notable variations across the years,
reflecting the dynamic nature of research in this intersection. Notably, the year 2020 emerges as a
prolific period with a surge in publications, featuring diverse conferences such as the European
Conference on Cyber Warfare and Security, IST-Africa Conference, and Proceedings of the 21st
Annual Conference on Information Technology Education (SIGITE'20). This surge underscores a
heightened interest and engagement in information systems and cybersecurity within engineering
education during that particular year.

Examining the data further, it is evident that specific conferences, such as the American Society
for Engineering Education Annual Conference and IEEE EDUCON, consistently contribute to the body
of literature in subsequent years, indicating their significance in shaping discussions around fortifying
information systems and cybersecurity in engineering education. The diversity of conferences and
journals across the years highlights the multifaceted exploration. However, the analysis also reveals
a relative scarcity of publications during the year 2014, with only one recorded article. This anomaly
prompts further investigation into the factors contributing to this low output, potentially uncovering
shifts in research emphasis or external factors influencing publication trends during that specific year.
The nuanced examination of each year's publication output enhances our understanding of the
evolving landscape, providing valuable context to the research

Table 2

Publication of articles reviewed per year

Year Publication

2013 IEEE security & privacy; Proceedings of IEEE Southeastcon

2014 IEEE frontiers in education conference (FIE) proceedings

2015 Journal of Information Technology Education: Innovations in Practice; NY Cyber Security & Engineering

Technology Association Conference; Proceedings of the 16th Annual Conference on Information
Technology Education (SIGITE'15)

2016 10th International Conference on Software, Knowledge, Information Management & Applications (SKIMA);
IEEE Conference on Intelligence and Security Informatics (ISI); Proceedings of the 17th Annual Conference
on Information Technology Education (SIGITE'16)

2017 European Conference on Games Based Learning; Proceedings of the 18th Annual Conference on
Information Technology Education; Proceedings of the International Workshop on Secure Software
Engineering in DevOps and Agile Development (SecSE2017)

2018 13th International Conference on Malicious and Unwanted Software (MALWARE); 7Th IEEE international
conference on control system, computing and engineering (ICCSCE); IEEE international conference on
teaching, assessment, and learning for engineering (TALE); IEICE TRANSACTIONS on Information and
Systems; Information Technology & People; Journal of Intelligent & Fuzzy Systems

2019 American Society for Engineering Education, Proceedings of ASEE Annual Conference; CEUR Workshop
Proceedings; Engineering for rural development; IEEE International Conference on Big Data (Big Data); IEEE
technology & engineering management conference (TEMSCON); IET Conference Publications; Journal of
Applied Research in Higher Education; Procedia Computer Science; Proceedings of the 11th International
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Table 2
Publication of articles reviewed per year
Year Publication

Conference on Computer Supported Education (CSEDU 2019); Proceedings of the 50th ACM Technical
Symposium on Computer Science Education (SIGCSE'19)

2020 20th European Conference on Cyber Warfare and Security, American Society for Engineering Education;
Proceedings of ASEE Annual Conference (3); IEEE 61th International Scientific Conference on Power and
Electrical Engineering of Riga Technical University (RTUCON); IEEE Access, Intermountain Engineering,
Technology and Computing (IETC); International Journal on Interactive Design and Manufacturing; IST-
Africa Conference (IST-Africa); Journal of Information and Telecommunication; Latvian Journal of Physics
and Technical Sciences; Proceedings of the 2020 Conference for Industry and Education Collaboration
(CIEC 2020); Proceedings of the 21st Annual Conference on Information Technology Education (SIGITE'20);
Proceedings of the 51st ACM Technical Symposium on Computer Science Education (SIGCSE'20); Ural
Symposium on Biomedical Engineering, Radioelectronics and Information Technology (USBEREIT)

2021 1st Babylon International Conference on Information Technology and Science 2021 (BICITS 2021); 2nd
Quantum Software Engineering and Technology Workshop co-located with IEEE International Conference
on Quantum Computing and Engineering (QCE21); 3rd International Congress on Human-Computer
Interaction, Optimization and Robotic Applications (HORA); American Society for Engineering Education;
Proceedings of ASEE Annual Conference (3); Emerging Trends in Industry 4.0 (ETI 4.0); IEEE Access, IEEE
Global Engineering Education Conference (EDUCON); Information; International Conference Automatics
and Informatics (ICAl); World Engineering Education Forum/Global Engineering Deans Council
(WEEF/GEDC); Proceedings of the International Workshop on Advanced in Information Security
Management and Applications (AISMA 2021)

2022 2nd International Conference on Intelligent Technologies (CONIT); American Society for Engineering
Education, Proceedings of ASEE Annual Conference; European Simulation and Modelling Conference (ESM
2022); IEEE 8th Information Technology International Seminar (ITIS); IEEE Global Engineering Education
Conference (EDUCON); INGENIARE-Revista Chilena de Ingenieria; Journal of Advanced Computer Science
and Applications (IJACSA); Journal of Manufacturing Systems, Ninth International Conference on Software
Defined Systems (SDS)

3.2 Research Theme

In the subsequent phase of this study, the chosen articles underwent an exhaustive and iterative
review process. This process was characterized by meticulous comparisons that aimed to unveil both
shared attributes and discrepancies within the content of these articles. The primary objective of this
rigorous approach was to ensure a high degree of cohesion and uniformity in shaping the identified
themes, specifically focusing on the dynamic relationship between information systems and
cybersecurity within the domain of engineering education. The outcomes of this rigorous thematic
review are thoughtfully documented in Table 3, which serves as a comprehensive repository
systematically categorizing the reviewed publications into their respective thematic clusters. From
this comprehensive examination, five predominant themes have emerged, each representing a
pivotal dimension in the landscape of information systems and cybersecurity in engineering
education. These themes encompass curriculum integration, cyber awareness, resource
management, security education, and technology adaptation. The subsequent sections of this study
will delve into these themes, offering profound discussions and meticulous analyses of each one.
These discussions illuminate the nuanced aspects, challenges, and opportunities underlying these
critical themes. They provide a comprehensive and insightful exploration of the intricate interplay
between information systems and cybersecurity within the context of engineering education.
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Table 3

The tabulation of author’s discussion on issues according to theme
Themes Authors

Curriculum integration [1,3,11-22]

Cyber awareness [2,4,20,23-29]

Resource management [4,11,12,15,18,22,27,30-32]

Security education [15,18,33-36]

Technology adaptation [3,12-14,16,18-21,24-28,30, 34,36-39,41-67

3.2.1 Curriculum integration

In engineering education, the integration of information systems and cybersecurity into the
curriculum poses a complex challenge. The primary objective is to tailor engineering curricula to
seamlessly incorporate these critical components while maintaining a balance between core
engineering subjects and the necessary knowledge and skills related [1,3,68]. Kannan et al., [1]
emphasize the gap in foundational computing courses for cybersecurity, Khader et al., [3] propose a
comprehensive framework for awareness across disciplines, and Loo et al., [68] focuses on
integrating cybersecurity into STEM, particularly Cyber-Physical Systems security, revealing diverse
approaches to curriculum integration in engineering education. An opportunity arises in promoting
interdisciplinary synergy among engineering, computer science, and cybersecurity domains [15-
17,22]. Estes et al., [15] focuses on developing cybersecurity skills in non-computing students through
a Vulnerable Web Server. Ekstrom et al., [16] explore integrating cybersecurity into established
computing disciplines and the Information Technology perspective. Rahouti et al., [17] addresses
challenges in providing real-world cybersecurity labs for online students. Cletus et al., [22] emphasize
Social Engineering Awareness, proposing a behavioral change model for effective training programs,
showcasing diverse approaches to curriculum integration in engineering education.

Collaboration and knowledge exchange across these fields enrich the educational experience,
preparing students for effective problem-solving in complex, real-world scenarios [18,19]. Vitol et al.,
[18] focus on evaluating and comparing software engineering study programs' compliance with
ACM/IEEE guidelines. In contrast, Zinkus et al., [19] emphasize active learning through a social
networking simulation to enhance students' understanding of computer science, cybersecurity, and
privacy. Fostering partnerships with industry stakeholders provides practical exposure [69].
Internships, hands-on projects, and industry-driven curriculum elements bridge the gap between
theory and practice, equipping engineering graduates to excel in information systems and
cybersecurity roles [11,21]. Garces et al., [11] focus on adapting engineering education to Industry
4.0 and BIM, emphasizing experiential learning, teaching methodologies, and CDIO. In contrast Luh
etal., [21] propose PenQuest, a digital game based on cyber-attack and defense, aligning with MITRE
ATT&CK and NIST SP 800-53, for security education. The integration of information systems and
cybersecurity into engineering education is essential for preparing students.

3.2.2 Cyber awareness

Cultivating cyber awareness in engineering education reveals multifaceted dynamics. One key
aspect center on effecting behavioral change and fostering active student engagement [25,27,68].
Loo et.al., [68] emphasizes cybersecurity education in the context of Cyber-Physical Systems (CPS),
addressing the lack of security awareness in STEM graduates. Aldawood et al., [25] focuses on
innovative information security education programs to enhance user awareness and reduce cyber
incidents. Campbell et al., [27] investigates cybersecurity issues related to social engineering in
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organizations, proposing solutions such as education, policies, and continuous training to counteract
human deception. While instilling cyber awareness is paramount, the challenge lies in motivating
students to adopt security-conscious behaviors [4]. This challenge presents an opportunity for
innovative and relatable educational strategies that inspire students to take personal responsibility
for cybersecurity [21,23]. Luh et al., [21] introduced PenQuest, a digital attack and defense game, to
enhance security education by simulating cyber-attacks and defense scenarios. In contrast, Obuhuma
et al, [23] focuses on Social Engineering's prevalence, exploring user understanding and
countermeasures, emphasizing the need for awareness and education.

Moreover, the ever-changing landscape of cyber threats necessitates ongoing curriculum
updates, presenting the challenge of keeping educational content current and pertinent [22,24].
Cletus et al., [22] focuses on improving Social Engineering Awareness, Training, and Education
(SEATE) programs, proposing a behavioral change model. In contrast, Mohammed et al., [24]
emphasizes designing awareness programs targeting human vulnerabilities in schools, with a model
demonstrating behavior change. In this challenge, the opportunity arises to embrace agile curriculum
development approaches, allowing swift adaptation to emerging cybersecurity issues and ensuring
that students remain well-prepared for the evolving threat landscape [3,28]. Khader et al., [3] focuses
on proposing a conceptual Cybersecurity Awareness Framework for academia to improve graduates'
cybersecurity awareness systematically. In contrast, Baseskioglu et al., [28] emphasizes the
increasing importance of informing end-users about internet technology and security weaknesses,
advocating for education to reduce cyberattacks. Additionally, cybersecurity education extends
beyond technical aspects, encompassing ethical, legal, and societal dimensions [29]. Balancing this
nuanced landscape poses challenges but also offers the prospect of providing comprehensive
cybersecurity education that integrates ethical considerations, legal frameworks, and societal
implications, producing well-rounded and cyber-aware engineers.

3.2.3 Resource management

In the realm of engineering education, resource management assumes a pivotal role, particularly
when intertwined with information systems and cybersecurity. A nuanced aspect involves the
allocation and prioritization of budgets [13,27,70]. Azadegan et al., [13] focuses on the development
and evolution of an undergraduate cyber operations program, addressing challenges and lessons
learned over 14 years. Campbell et al., [27] investigates social engineering issues and proposes
solutions, emphasizing education, policies, and processes. Maxwell et al., [70] explores feature
engineering in machine learning for cybersecurity, analyzing data types and ranges for intrusion
detection. The key difference lies in their specific focuses: program development, social engineering
defense, and machine learning for cybersecurity features. Institutions grapple with the challenge of
efficiently distributing limited resources to cater to traditional educational needs while fortifying
cybersecurity infrastructure [17,71]. Rahouti et al., [17] focuses on addressing resource challenges in
providing real-world cyber labs for online cybersecurity education. Kilber et al., [71] explore the
guantum computing threat landscape, emphasizing defensive measures and recommending
proactive reduction of the cyberattack surface. The key difference lies in their specific focuses: online
cyber labs development and quantum computing threat mitigation. This challenge presents an
opportunity to craft strategic resource allocation models that strike an effective balance between
these crucial aspects [20,72]. Dawson et al., [20] emphasizes hands-on, dynamic labs for secure
software engineering education, while Theisen et al., [72] focuses on MOOCs to retrain professionals,
stressing engagement and effective online course strategies.
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Moreover, the ever-evolving nature of cybersecurity necessitates access to cutting-edge
technologies and tools for education, posing a challenge in ensuring that students remain up-to-date
[12,38,39]. Sneps-sneppe et al., [12] focuses on the lag in telecommunications education and the
impact of cybersecurity on training. Shipman et al., [38] introduces Lab on a Stick (LoaS) for portable,
customizable cybersecurity labs. Vinayakumar et al., [39] evaluates deep learning models for
automatic feature extraction in malicious URL detection, outperforming handcrafted features.
Collaborations with cybersecurity industry leaders offer the opportunity to provide students with
hands-on experience using industry-standard technologies [14,30,31]. Li et al.,, [14] focuses on
developing a penetration testing curriculum to address the shortage of skilled cybersecurity
professionals. Hempenius et al., [30] reviews practices to minimize VM resource requirements,
enhancing virtual lab performance. Yoon et al., [31] emphasizes team collaboration skills, using
Transactive Memory Systems Theory for a Team Knowledge Sharing Assignment in cybersecurity
education.

Finally, the development of cybersecurity talent takes center stage, with challenges
encompassing the preparation of students for the workforce with practical skills [32,37]. Fuertes et
al., [32] focuses on developing an educational environment for Industry 4.0, emphasizing hands-on
tasks and practical understanding. Hernandez et al., [37] reviews the state-of-the-art of Industry 4.0,
analyzing human talent, qualifications, university courses, and future trends related to IR4.0
education. Opportunities arise in the establishment of collaborative programs with industry partners,
offering internships and real-world projects that bridge the gap between academia and industry,
resulting in graduates who are well-prepared for the [4,73]. Cruz et al., [4] focuses on a hands-on
approach to introductory cybersecurity education, engaging students through vulnerability analysis
of 10T devices. Striuk, et al., [73] analyzes the historical evolution of software engineering training,
emphasizing the fundamental core and learning outcomes for software engineers. These intricate
factors emphasize the significance of well-balanced resource management in cultivating
cybersecurity-aware engineers ready for successful careers.

3.2.4 Security education

Security education within engineering education is instrumental in fortifying information systems
and cybersecurity. The development of a comprehensive curriculum involves creating coursework
that spans the spectrum of security topics, from fundamental principles to advanced practices [41].
Challenges include crafting an inclusive curriculum, while opportunities emerge in adopting a
modular approach that enables students to progress through varying levels of expertise [17]. Bridging
the gap between theory and application represents another facet, with challenges surrounding the
provision of practical, hands-on experiences in simulated or real-world cybersecurity scenarios [20].
Here, opportunities manifest in the establishment of dedicated labs, simulations, and projects that
empower students to apply their theoretical knowledge in practical contexts [33]. Furthermore,
collaboration with industry experts and professionals plays a pivotal role, ensuring that security
education remains abreast of rapidly changing industry trends [40]. Challenges include curriculum
alignment, while opportunities surface in partnering with industry leaders to provide guest lectures,
industry projects, and internships, thereby affording students valuable insights into the real-world
dynamics of cybersecurity [17]. These detailed reflections highlight the diverse aspects of security
education in engineering programs, underscoring the necessity for a comprehensive, practical, and
industry-integrated approach to cybersecurity knowledge and competencies.
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3.2.5 Technology adaptation

In the field of engineering, the theme of technology adaptation assumes paramount significance
as it grapples with the fast-paced technological advancements that define the digital age. An essential
aspect revolves around the challenge of staying abreast of this ever-evolving landscape, where tools
and technologies swiftly become obsolete [13,15,25,27,39,45-47,53,58,65]. Authors offer diverse
insights on technology adaptation in cybersecurity education. From curriculum evolution and social
engineering defenses to machine learning for URL detection and gaming in OT security, they address
challenges with varied perspectives, highlighting the dynamic nature of staying current in this rapidly
evolving landscape. Ensuring that students receive training on the latest cybersecurity solutions
presents a challenge, emphasizing the need for adaptable and future-ready curricula that focus on
principles and versatile skills rather than specific tools as per discuss in previous study [3,14,24,
37,38,41,46,53,66,68,73]. Authors contribute diverse perspectives on technology adaptation in
cybersecurity education. Topics range from a comprehensive Cybersecurity Awareness Framework,
CPS security education, and penetration testing curriculum to addressing human vulnerabilities in
social engineering. Others explore mobile-oriented training environments, industry 4.0 talent
requirements, and the implementation of cyber ranges for hands-on practice. Each author
emphasizes unique aspects, including the incorporation of security into STEM education, holistic CPS
modeling, and the creation of portable cybersecurity labs. Despite common themes of skills
development and awareness, the authors showcase varied approaches and foci within the dynamic
landscape of cybersecurity education.

Furthermore, adapting to emerging technologies such as artificial intelligence and the Internet of
Things brings forth curriculum integration challenges [19,21,35,36,49,56,59-61,66,67]. Authors offer
diverse perspectives on technology adaptation in engineering education. Topics cover adjusting
engineering education for Industry 4.0 and Building Information Modeling (BIM), exploring social
engineering in cybersecurity, utilizing Al for cybersecurity, integrating games-based construction
learning for programming education, securing flexible manufacturing systems with blockchain, and
evaluating anomaly detection in operating systems. Some focus on incorporating cybersecurity
principles into Engineering Technology Education and bridging the knowledge gap between
engineers and IT/Cybersecurity professionals. Others emphasize the role of data science in STEM
education and interdisciplinary research projects. Each author uniquely addresses technology
adaptation challenges in the dynamic landscape of engineering and cybersecurity education.

However, opportunities arise in harnessing these technologies to fortify cybersecurity practices
and apply them practically within disciplines [28,35,36,43,48,49,60,61,71]. Authors also offer diverse
perspectives on technology adaptation in engineering education and cybersecurity. Baseskioglu et
al., [28] emphasizes the need for end-user awareness in the context of online security and
cyberbullying. Kilber et al., [71] focuses on the quantum threat and defensive measures for quantum
computing systems. Elmamy, et al., [35] proposes using blockchain for securing intelligent
manufacturing systems in the Fourth Industrial Revolution. Khandelwal et al., [36] explores anomaly
detection in operating systems with a focus on machine learning. Yasinsac et al., [43] discusses the
state of trustworthy systems and the need for PhD programs in the field. Burnap [48] presents the
"Chatty Factories" project, exploring loT-enabled data-driven systems in design and manufacturing.
Chan et al.,, [49] explores Al applications in cybersecurity. Alnsour et al., [60] advocates for
incorporating cybersecurity principles into engineering and IT education. Banadaki et al., [61] focuses
on data science education and its applications in STEM projects, including cybersecurity. Each author
contributes a unique perspective on the intersection of technology, cybersecurity, and engineering
education.
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Encouraging cybersecurity research and innovation within engineering education stands as a vital
aspect, with resource limitations and fostering a culture of research as challenges [26,30,42,52,62].
Astakhova et al., [26] focuses on machine learning for cost-effective internal testing against social
engineering, Hempenius et al., [30] in minimize VM resource needs, Navarro et al., [42] integrates
Smart Grid cybersecurity into engineering education Yousuf et al., [52] targets underrepresented
minorities with a new cybersecurity degree, and Quweider et al., [62] addresses the graduate
shortage through a holistic bachelor's program. Each author contributes uniquely to technology
adaptation in information systems and cybersecurity education. In response, opportunities unfold
through the provision of research avenues, access to cutting-edge labs, and faculty mentorship,
empowering students to contribute to groundbreaking research and innovative solutions in the
sphere of information systems and cybersecurity [16,18,20,50,55].

Ekstrom et al., [16] explores the integration of cybersecurity into established computing
disciplines, emphasizing Information Technology's perspective Vitols et al., [18] evaluates the
compliance of a software engineering program with ACM/IEEE guidelines. Dawson et al., [20] focuses
on experiential learning and secure software engineering labs in response to the growing demand
for cybersecurity professionals. Crichigno [50] addresses the cybersecurity workforce gap through
curricular material based on virtual laboratories and industry alliances. Dawson [55] discusses the
online teaching of cybersecurity during a pandemic, emphasizing partnerships to meet national
security needs, including collaborations with the military and industry. Each author uniquely
contributes to technology adaptation in information systems and cybersecurity education. These
subtle factors emphasize the constantly evolving nature of integrating technology into engineering
education and stress the essential requirement for progressive approaches that empower students
with the necessary knowledge and skills in the ever-shifting realm of information systems and
cybersecurity.

4. Conclusions

This comprehensive literature review and thematic analysis of information systems and
cybersecurity integration within engineering education reveal a multifaceted landscape. The study
responds to the research objective by identifying key challenges in integrating cybersecurity into
engineering curricula, including motivating cyber awareness, managing resources, developing
comprehensive security education, and keeping up with evolving technology. The analysis also
uncovers significant opportunities through interdisciplinary collaboration, innovative pedagogical
methods, and partnerships with industry, all of which enhance students’ preparedness to address
modern cybersecurity challenges. Moreover, the findings underscore the need for future research to
assess the impact of these integrations on graduates' readiness and explore the role of emerging
technologies in reshaping educational paradigms. Collaboration between key stakeholders—industry
players, intelligence providers, regulators, academics, and end-users—emerges as a crucial factor in
improving cybersecurity education and awareness. This collaborative approach can help
simultaneously address the dual agenda of enhancing education and cybersecurity practices.
Therefore, future studies should examine these collaborative efforts in greater detail, ensuring that
all stakeholders proactively share knowledge and expertise.
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