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environment factors are one of the factors that affect legibility from the shoulder-
surfer’'s viewing angle. The research focuses on Shoulder-Surfing Resistant
Authentication Scheme using Visual Perception of Graphical-based authentication. The
research is carried out by developing the algorithm of the authentication process. The
research allows for auto-hiding or auto-glaring techniques to the algorithm and

Keywords: experiment so that a shoulder-surfer cannot be seen during authentication activities.
Soulder surfer; authentication; legibility;  The outcome satisfies the objective and is in accordance with the legibility impact
enviroment factor; viewing angle; factor. Based on the results, the research concludes that the strategy successfully
algorithm; legibility impact factor reduces shoulder surfers' legibility outside of the safe zone to a crucial level.

1. Introduction

Authentication plays a pivotal role in information systems, especially in transactions involving
current and personal accounts, necessitating heightened security measures. Ensuring high security
and privacy requires a strong authentication system [6,17]. User authentication is the process in
which individuals authenticate themselves in order to use online banking facilities. The identity of a
user attempting to access an online system is confirmed through the use of user authentication
techniques. There are several types of authentications; basically numerical-based authentication and
graphical-based authentication [8]. These two are mainly used during authentication activities for its
purpose and highly to be secured in digital environment. Authentication is crucially due to the
potential for attackers to compromise vast amounts of personal data although there it is stored very
securely [6,15,22]. Furthermore, the conventional use of automated teller machines (ATMs) presents
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vulnerabilities for attackers and data thieves. Thus, mobile online method gives impact to the user
by its accessibility and security purpose.

1.1 Graphical-based Authentication

Normally, authentication involves numeric data to-be key in before any activities i.e. transaction
or login apps being success. This activity gives more security and occurs practically to user. Although
it provides more security to the user, it also tends to be lacking in its usability to user [14]. The existing
authentication using numerical based frequently seen as lot of limitation in terms of capability and
accessibility [7]. According to Kovalan et al., [8], numerical-based authentication tends to be
frustrated to the user by keying several numbers within sixteen seconds. Due to its limitation,
attackers take it as an advantage for them to steal the information. Therefore, a solution of graphical-
based authentication has been discovered to overcome the common problem.

Graphical-based authentication using Ishihara chart is seen as way to overcome the attacker
especially shoulder-surfing attack. This solution not only works to protect against the attacker but it
also gives an added value to the user by its usability. This works by the same method by keying the
one-time password (OTP) of six numbers but representation in visually of a graphic to the
authentication. The authentication will be repeated after sixteen seconds if the user can’t catch up
the time while keying the OTP. This idea at least will satisfy the user by the invention of key in the
OTP rather than the conventional way.

1.2 Shoulder-surfing Attack

Attackers possess the capability to acquire user identification information and bypass
authentication through various types. Attackers include those who use brute-force or guessing
techniques, shoulder-surfing techniques, dictionary or password guessing techniques, malware or
spyware techniques, and social engineering techniques. [10]. The actual user can be attacked using
brute-force or guesswork in offline mode, such as when a smartphone's lock password is
compromised. User IDs and passwords used to log into websites are examples of dictionary attacks
or password guessing that target users online. Attacks using malware or spyware that target users
using technological monitoring and social engineering user by illusion of recordability [16].

Shoulder surfing is a form of surveillance attack that occurs when authenticating with a mobile
device. It is a type of observation attack in which an attacker tries to see a victim's authenticator as
it is typed into the device [19]. One of the most frequently reported concerns of smartphone
unlocking techniques is the shoulder surfing attack [13]. The physical transaction actions at the ATM
are most vulnerable to shoulder surfing attacks [11].

Shoulder surfers will attack an authorized user who is being observed by a person via camera or
video and will reveal the legal user's password. Furthermore, an authorized user is being watched
over his or her shoulder for the password. A shoulder-surfing assault also employs an
electromagnetic pulse scanner to monitor the keyboard or mouse on computers or cellphones.
Meanwhile, it is possible that an individual's authentication session is being recorded by the shoulder
surfer [2].

This research addresses the issue by presenting a suggested technique for an authentication
process termed auto glare/auto hide. Environmental and display factors are the two categories of
criteria that the study looks into when determining legibility. For this study, the result focuses on the
environment factor which included include ambient brightness, viewing angle and distance.
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2. Proposed Method and Algorithm

The research proposes a technique called Usable Access (UAce) that is consistent with
authentication protocols [18]. UAce standard taking into account the features and qualities from the
user authentication [21]. This method was appropriately adapted by USec (Usable Privacy and
Security), which complies with ISO 9241-220 authentication standards [5,20]. Figure 1 depicts an
illustration for UAce.

........................................................................................

UAce specification

user specification user satisfaction
legibility factor legibility experience

........................................................................................

Fig. 1. UAce method

UAce specification includes two major factors: user specification and factor satisfaction. The user
specification factor will be investigated with the legibility environment element. Next, the user
happiness factor will be investigated, as well as the readability experience and legibility effect factor
for the user and shoulder surfer. Consequently, a method has been presented throughout the
authentication process. This technique is used in authentication procedures that need two factors of
legibility. Figure 2 depicts the auto-glare or auto-hide configuration pseudocode. Table 1 also includes
a collection of regularly used notations.

Algorithm 1: Auto glare/auto hide setting algorithm
INPUT: B, a, ax, @, E, s

OUTPUT: 8, S;

BEGIN

1:B <+«

0.86
2:000=5 a— //brightness value based on ambient brightness;

3: FOR ap DO

4: IF max @ THEN //maximum viewing distance;
maxe

5: o=oy+ . (a0~ ax) //calculate the optimal brightness at current distance;
6: ELSE

7: request E from s

8: Authentication successful (8, S; @)

9: accepted by s

10: ENDIF

11: END FOR

END

Fig. 2. Auto glare/auto hide setting algorithm
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Figure 2 illustrates the settings for auto glare/auto hiding during the authentication operations.
The operation began with the input quantity of inbound requests, which were then sorted based on
the ambiance luminance task. Later, the server will load and broadcast the offer after the brightness
value is initiated depending on the ambient brightness. This process assumed that the provider's
system, which handled the incoming tasks, had access to this information. Each activity will have its
ideal brightness computed at the present distance. The number of jobs that can be completed within
the claimed wait time may be approximated using the current server load. This indicates that the
surgery will be successful. Table 1 presented the abbreviation for Algorithm 1.

Table 1

List of Frequently Used Notation

Notation Descriptions

a Ambience luminance

ax Ambience luminance task
[ View distance

6 Targeted screen brightness
s Server load

B Request

E Estimated time

Si Authentication settlement

3. Result and Discussions

This section goes into further detail on the experiments that were undertaken. The research
chose to replace the present authentication mechanism with the Ishihara Test chart, which uses six-
digit numbers. The Ishihara Test chart is used for authentication during online transaction operations.

The investigation began with the precision of viewing angle and screen brightness. The
complimentary colours used in experiment activities demonstrate the efficiency of the viewing angle.
Following that, the experiment was conducted with low-backlit LCD or LED screens to prevent a
shoulder-surfer assault. For multiscale and parallel views, the manipulation approaches use an
adaptive illumination estimator to separate the picture intensity into an illumination layer and a
reflectance layer. To balance out the illumination layer while also improving the reflectance layer,
the suggested approach makes use of the available backlight level and our determined image-
backlight relationship.

The protective system's purpose is to limit shoulder surfer legibility to a critical level while keeping
as much of the user's experience as possible [3,4]. The actual user and the shoulder surfer both see
the identical content on the screen, but they differ in two key factors that allow the goal to be
achieved: viewing angle and viewing distance.

3.1 Legibility Environment Factors Experiment Setup

There are two major types of elements that impact legibility: the environment factor and the
display factor [12]. Ambient brightness, viewing angle, and distance are examples of environmental
factors that directly affect how legible something seems to the user. Among them, the size of the
visual picture of an item that forms in the viewer's eye is influenced by the viewing distance. The
user's eyesight has a direct correlation with ambient brightness. Furthermore, geometrical optics
states that the brightness that is seen by the viewer's eyes is determined by the viewing angle and
distance. Not to mention, screen brightness, color scheme, and resolution are crucial display factors
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that impact legibility [9]. The concept of this study is categorized using the impact factor for legibility,
which explains in Eq. (1),

Z 100 F = (Z at +y+ 8)+<Z »+ 5+ﬁ) (1)

where environment factor and display factor consist of (ambience luminance + viewing angle +
distance) + (resolution + colour scheme + screen brightness). The legibility environment factor
consists of ambience luminance describes by,

at =5 (L)) (2)

where, at - target screen brightness and Ly = ambient luminance. The viewing angle V describes
by,

(tan® sin 6 ) 3)
= an @ =
Y=y cos 6
where, tan refers to,
tanf = — (4)

60
The viewing distance U describes by,
p r X jt

J=——"— (5)
Py

where Pr is a reference pixel binocular, Ir is image (meter) and Pb is a real-time binocular pixel
distance. The legibility environment factor consists of resolution describes,

d"2 =w”2 + h"2 (6)

where the d is diagonal size includes w width and h height. Next, the colour scheme, which consist of
image quality, describes by,

o = |L# — L{y (7)
where, 9 is default quality, L# for luminance of foreground and Lygis luminance background

respectively. The optimal screen brightness 8 at the actual viewing distance v represents by,

6=Lgy + (?)2 X (5 X (LDB86 — Lb)) (8)
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where, VY refers to the maximum viewing distance will be reaches. There is some data connected
to the study that is interrelated.

3.2 Experiment Result

The experiment starts with the setting up for shoulder surfer’s view angle and actual user’s view
angle. Figure 3 shows the illustration for the configuring.
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Fig. 3. Configuring for the view angle of the shoulder surfer and
the actual user

The experiment setup illustration is shown in Figure 3. A smartphone with a wide viewing angle
and programmable brightness settings was used for the experiment. After that, the smartphone is
configured to have a modest brightness level, and a photometer is used to measure the brightness.
Subsequently, the smartphone is positioned in a brightly lighted space, with its back to the table or
other surface where the user intends to use it. An experiment participant group, in which half were
"attackers" and the other half were "users". The instructions for the users are to set their phones on
tables or other surfaces and use them for a certain amount of time, while the attackers are to stand
behind the users and try to see what is on their screens.

An application called the iSmart simulator application has been built, and early tests have been
conducted, to assess the relevance of parameters. The amount of time that passes between the start
of a word and choosing the appropriate response has been noted throughout trials. The variable-
controlling approach has been used to examine the impact of variables under control without altering
the environment for legibility [1].

Figure 4 illustrates the trend of contrast impact on human eyesight. From this, it was discovered
that users' experiences with readability were better when the contrast value was Y, improving
legibility by 80%; however, when the contrast value was x, the improvements were only 50%,
severely reducing legibility. Normally, users would find it difficult to observe, but from the
perspective of the shoulder surfer, this is a helpful warning to prevent them from seeing the real
user's login activity. The concept of this pilot testing will be applied to the experiment by real users
and shoulder surfers as contributions to the research project.
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Fig. 4. Display brightness to contrast luminance

A few effects of resolution on viewing angle are shown in Figure 5. While the attacker was given
a variable viewing angle by beginning at 10°, 20°, 30°, 40°, 50°, and 60°, users were using i-Smart
applications at 0° position. The viewing distance beginning will be changed to 20 cm, 30 cm, 40 cm,
50 cm, 60 cm, and 70 cm in order to test the attacker.
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Fig. 5. Pilot testing result for the environment factor's ambient luminance

Table 2 then displays the test's initial view angle, which was 02. Three more varieties of view
angles were used in this experiment. The user was requested to grasp their smartphone from various
viewing angles. While standing at the same distance, another volunteer shoulder surfer had a
different point of view. At the beginning of the trial, some content was shown, and shoulder-surfers
were asked to read it before the real users. Both the exam and its outcomes were documented.

Table 2

Setup for environment’s experiment

View Angle (2) Distance (cm)  Ambient Brightness
0 20 100

10 30 150

20 40 200

30 50 250

40 60 300

50 70 350

60 80 400
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An experiment on viewing angle by authorized users and shoulder-surfers was analyzed by the
suggested algorithm. Furthermore, the research examined how well-suited the current models were
for two other types of constraints: display factor and environment factor. While the display factor
was assessed based on smartphone resolution, the environment factor was assessed based on view
angle. The findings are displayed in the subsequent figures found in Figure 6. Figure 6 shows the
optimum brightness at the current distance. The simulation generated the brightness value based on
ambient brightness based on the algorithm 1 and calculated maximum viewing distance.

850,
¢ 'Oo“a\;\'os.'b

Fig. 6. Optimum brightness resolution

The effect of low ambient brightness on shoulder surfers' resolution vision during authentication
operations is depicted in Figure 7. Nearly 90% of the resolution is attained at a direct view angle. This
implies that shoulder surfers right behind the user may still make out information pretty well in low
light. The resolution drastically decreases to less than 20% when the view angle extends to 60°. This
suggests that while viewing from a broader angle, the darkness greatly impairs shoulder surfers'
ability to see the information on the screen clearly. When the prospective observer is not
immediately behind the user, authentication processes may be safer against shoulder surfing, as seen
by the sharp drop in resolution that occurs with increased view angle in dark ambient brightness.
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Fig. 7. Findings from experimental result for dark ambient luminance of
environment factor

The investigation draws a conclusion on the design of safe authentication settings, highlighting
the significance of managing ambient illumination and possible observers' posture. In order to
improve privacy and lower the possibility of information leaking during authentication procedures,
several elements must be taken into account. This implies the possibility of creating a private area,
i.e., when real users are in a secure setting, readability is satisfactory, and the resolution value
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exceeds the necessary minimum of 50%. When the shoulder-surfer is outside of the safety zone, their
legibility will be severely impaired, and they might not even be able to read at all. It should also be
emphasized that this security zone is a temporary installation. As long as the user's furthest viewing
distance is 50 cm, a safe zone is created.

4. Conclusions

Shoulder surfer is one of the causes vulnerable to the authentication. Most vulnerable of shoulder
surfer attack to the physical transaction activities at automated teller machine (ATM). This paper
investigates factors that affect legibility that can be divided into two categories: environmental
factors and display factors. This research focusing to the legibility environment factor from shoulder-
surfer’s viewing angle. The research brings along the algorithm of authentication procedure, enables
auto hide or auto glare which shoulder-surfer cannot be seen. The auto glare/auto hide setting gives
the most impact to the legibility from shoulder surfer’s view. The outcome satisfies the objective and
is in accordance with the legibility impact factor. Based on the results, the research concludes that
the strategy successfully reduces shoulder surfers' legibility outside of the safe zone to a crucial level.
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