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significantly greater efficacy and efficiency (in terms of perceptibility and quantity).
Precisely for such effects, in a work on steganography prior to this, the necessary and
used witness carriers were classified into four groups, according to their noise level,
obtaining what was called Image Category [1]. However, quantifying such a property
in an image with reasonable certainty, through analysis methods, turns out to be a
costly task, requiring support tools, steganographic emulations, perceptibility
measurements, previous experience, etc. In the context of the current R&D work on
steganography, it was possible to similarly categorize any image, but without human
intervention. This paper explains how this process was systematized, detecting noise

Keywords: level intervals that were assigned to the Image Category, which was done using Canny
Steganography; Visual Perceptibility; filters and subsequent weighting of the obtained image. Such a proposal brings a
Canny Filter; LSB Substitution significant advantage when implementing substitution-based steganography systems.

1. Introduction

As is well known, digital steganography involves studying, researching, analyzing [1,2], and
implementing techniques that allow the hiding of information or software objects in other objects,
called carriers, with the aim of being sent from a sender to a receiver, to achieve covert transmission.
The basicidea is to send sensitive or secret information embedded in an innocently appearing carrier,
which goes unnoticed along with the act of transmission itself. Currently, there are other goals and
purposes in the application of steganography, which do not necessarily imply "covert
communication"; however, this, along with the storage of hidden information, is one of the major
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application areas and is the focus of this work. However, what is strictly necessary for the
understanding of the work itself, representing a significant automated improvement directly
applicable to steganography aimed at covert communication (and/or storage), will be mentioned.
Preferred carriers derive from the effectiveness of techniques that exploit the limitations of human
senses (sight and hearing), immediately suggesting that the most suitable files are multimedia types:
images, audio, and video; although they are not exclusive, it depends on the technique applied [3-5].
Among them, this work focuses on the use of bitmap image carriers in 24-bit BMP format. In
summary, an carrier image can be used to hide any message or software object (file) from the view
of intruders, encoding it as subtle changes in the colors of the pixels (their RGB components) that the
human eye should not perceive; in such a way that the message embedded in the carrier, called a
stego-carrier, can be transmitted to a human target without being detected; to then apply the reverse
process (decoding) so that the receiver can recover and use the sent message. Other steganographic
methods take advantage of the inability of software applications to detect the presence of foreign
objects (files) "inserted" in carriers [6]. Such methods, while they can use any carrier image (including
executables), have weaknesses that put them at a significant disadvantage compared to substitution
techniques. Figure 1 shows a general scheme of the steganography system.
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Fig. 1. General model of a digital steganography system
2. Substitution Methods on Images

Substitution methods in the realm of image steganography present an intriguing technique for
concealing information within multimedia files. This approach leverages the inherent characteristics
of digital images, where certain data regions are deemed "less significant" or "less perceptible to the
senses." Such areas offer the perfect canvas for embedding hidden messages without altering the
perceptible qualities of the image to the naked eye. The essence of this technique lies in manipulating
the least significant bits (LSBs) of the color component bytes within an image. By substituting these
LSBs with bits from the message intended to be concealed, information can be seamlessly integrated
into the carrier image, thus maintaining its original appearance to casual observers [1-5].

The least significant bit substitution method, particularly the 1-bit technique [6-12], stands out
for its simplicity and effectiveness. It operates on the principle that changing the least significant bit
of a pixel's color value—be it red, green, or blue—will result in minimal visual alteration. Since these
bits have the least impact on the color's intensity, the modifications are virtually undetectable to the
human eye, especially when the carrier image is not a monochrome or single-color image. This
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subtlety allows the embedded message to remain hidden within the visual noise of the image's color
variations [12-14].

However, this method is not without its limitations. The capacity of the information that can be
concealed is directly proportional to the number of bits used from each pixel's color value for
embedding. In the case of the 1-bit LSB technique, only up to 12.5% of the image's data can be
allocated for the hidden message. This constraint has spurred the development of advanced variants
of the LSB method, which utilize more than one bit per color component, effectively increasing the
embedding capacity. For instance, employing two least significant bits doubles the storage space for
the hidden message to 25%, albeit at the risk of making the alterations slightly more perceptible
under scrutiny or with the aid of digital tools designed to detect such changes.

The perceptibility of these modifications is a critical factor in steganography. It has been the
subject of extensive research, leading to the identification of four acceptable levels of perceptibility
based on the degree of bit substitution and the category of the image. As the research suggests, using
more than one least significant bit for embedding purposes escalates the perceptibility but remains
within acceptable limits, provided no sophisticated detection tools are employed. This balance
between concealment capacity and perceptibility underscores the nuanced trade-offs inherent in
steganographic practices.

The effectiveness of steganography is significantly influenced by the characteristics of the carrier
image. Images with high levels of visual noise, characterized by abrupt color changes between
adjacent pixels, offer the most effective cover for embedding messages. The "noisier" the image, the
more effectively it can mask the steganographic alterations, making detection more challenging.
Conversely, images with uniform color zones or those that are monochromatic are less suited for this
purpose, as any modifications are more likely to stand out, rendering the concealed information
more detectable.

Substitution methods employed in image steganography highlight a fascinating interplay
between data concealment techniques and the perceptual limitations of human vision. By judiciously
manipulating the digital fabric of images, steganography enables the covert transmission of
information, secured not by encryption alone but by blending imperceptibly into the visual noise of
everyday digital media. This field continues to evolve, with ongoing research aimed at enhancing the
capacity for concealed messages while minimizing the risk of detection, thus broadening the scope
and efficacy of steganographic practices in the digital age [15-25].

3. Carrier Image Categorization

A methodical and controlled empirical process was carried out on numerous images, using
support tools, steganographic emulations using numerous LSB variants, measuring perceptibility, and
with prior experience. Four witness images were selected, defining for them, with quite certainty,
four Categories, respectively, classified by their noise level. Now arises the need to carry out a process
with analogous results to the previous one, but in a systematic way, so that it can be applicable to
any carrier, but without human intervention [26].

4. Systematized Categorization
The intricate process of detecting discontinuities such as points, lines, and edges in digital images
is a foundational aspect of image processing and analysis. This task, predominantly centered around

edge detection, serves as a crucial step in various applications, from computer vision to digital image
enhancement and steganography. MATLABO Toolbox emerges as a powerful suite offering
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specialized functions for edge detection, including the notable "edge" function. This function is
engineered to transform grayscale images into binary images that starkly highlight the edges or
discontinuities present, thereby converting subtle gradients into distinct boundaries that are easier
to analyze or manipulate.

Edge detection is a fundamental technique in the field of image processing and computer vision,
serving as a crucial step in understanding the geometric and spatial structures within digital images.
It plays a vital role in various applications, including object detection, image segmentation, pattern
recognition, and machine vision systems. The essence of edge detection lies in its ability to identify
significant transitions in gray levels across adjacent pixels. These transitions often mark the
boundaries of objects, distinguishing them from the background or other objects within the image.
By detecting these edges, algorithms can infer the presence, shape, and position of objects in an
image, which is essential for further analysis or processing.

MATLAB, a high-level language, and interactive environment used for numerical computation,
visualization, and programming, offers robust tools for edge detection through its Image Processing
Toolbox. Among these tools, the "edge" function is particularly noteworthy for its versatility and
efficiency in highlighting the contours of objects in a digital image. This function transforms a
grayscale input image into a binary image that represents the detected edges, where the edges are
indicated by white pixels (ones) on a black background (zeros).

The MATLAB edge function supports six different edge detection methods, each with unique
algorithms and suited for various types of images and analysis needs:

e Sobel Method: This method employs a pair of 3x3 convolution kernels to estimate the
gradient magnitude of the image at each pixel. The Sobel filter is particularly effective in
highlighting horizontal and vertical edges, making it well-suited for images with clear,
straight boundaries.

e Prewitt Method: Like the Sobel method, the Prewitt method uses convolution kernels to
compute the image gradient. However, it applies different weights, offering a slight
variation in edge detection sensitivity. This method is advantageous for detecting edges
in images with softer transitions.

e Roberts Method: The Roberts cross operator utilizes a pair of 2x2 convolution kernels to
calculate a simple, quick estimate of the gradient. It is highly sensitive to diagonal edges
but less so to horizontal or vertical lines, making it suitable for images with prominent
diagonal features.

e Laplacian Method: This method involves a second-order derivative approach, detecting
areas where the gradient of the image intensity changes rapidly. It is isotropic, meaning it
treats all directions equally, and is effective for highlighting fine detail in images.

e Zero-cross Method: Based on the Laplacian of Gaussian filter, this method identifies edges
by looking for zero crossings after filtering the image with a Laplacian operator. It is
particularly useful for images where the background and objects have varying levels of
brightness.

e Canny Method: Developed by John F. Canny, this technique is designed to be an optimal
edge detector. It uses a multi-stage algorithm to detect a wide range of edges in images.
The Canny method is renowned for its ability to minimize error rates, accurately detect
true edges, and precisely localize edge points. It achieves this through Gaussian filtering,
gradient calculation, non-maximum suppression, and hysteresis thresholding.
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Each of these methods has its advantages and is selected based on the specific requirements of
the image analysis task at hand. For example, the Canny method is widely used for its robustness and
accuracy in edge detection across various applications, while the Sobel and Prewitt methods are
preferred for their simplicity and effectiveness in specific scenarios.

In the context of image processing and computer vision, understanding and choosing the
appropriate edge detection filter is crucial. It can significantly impact the outcome of the subsequent
analysis, whether it's for object recognition, image segmentation, or enhancing the features of an
image for better visualization. As such, MATLAB’s edge function and its array of filters provide a
powerful toolkit for researchers, developers, and practitioners in the field to harness the full potential
of edge detection in their work.

The application of these filters not only aids in the visualization of image structures but also plays
a significant role in the field of steganography, particularly in the selection of substitution methods
for embedding hidden information. By analyzing the edge details and overall noise pattern of a carrier
image, researchers can determine the most suitable steganographic technique to use, aiming for
optimal concealment while minimizing the risk of detection. This process involves quantifying the
results obtained from the edge detection filters, establishing a correlation with predefined image
models or categories 1, 2, 3, and 4. Such quantification is typically achieved by calculating the ratio
of edge pixels to the total image size, which essentially measures the density of discontinuities or the
"noise" level in the image.

The significance of edge detection extends beyond mere image analysis to the realm of Computer
Security, particularly in enhancing the efficacy and efficiency of steganographic methods. By
accurately categorizing the carrier image based on its edge characteristics and noise levels [4]., it
becomes feasible to tailor the steganographic approach to ensure that hidden information is both
effectively concealed and resilient to stegoanalysis attacks. This adaptability is crucial for maintaining
the secrecy and integrity of the embedded data, especially in scenarios where the detection of such
information could have adverse implications [26-31].

The ongoing research and development in this domain are aimed at designing sophisticated
algorithms that leverage edge detection results to improve the application of substitution
steganographic techniques. This innovative work seeks to refine the process of embedding
information within digital images, striving for a balance between perceptibility, the quantity of
hidden data, and robustness against detection methods. By incorporating advanced image
processing techniques, such as edge detection [19], into the development of steganographic
algorithms, researchers are paving the way for more secure and efficient methods of information
concealment.

Edge detection serves as a cornerstone in both image processing and steganography, enabling
the detailed analysis of digital images and informing the selection of optimal methods for data
embedding. The meticulous study of edges and discontinuities not only enhances our understanding
of image content and structure but also significantly contributes to the advancement of secure
communication practices within the field of Computer Security. Through the integration of edge
detection algorithms and steganographic techniques, the research community continues to explore
innovative solutions that promise greater efficacy in hiding and protecting sensitive information in
an increasingly digital world.
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Table 1

Normalized sums for each witness carrier using the Canny filter
Carrier Cat. Weighting

Dhay.bmp 1 0.0633

Kia.bmp 2 0.0788

Horse.bmp 3 0.1220

Uum.bmp 4 0.1566

Based on the above, it is concluded that the indicated edge filter using the Canny algorithm is to
implement the categorization of carrier images. Table 1 appears to present the results of an edge
detection process performed on four different digital images, referred to as "witness carriers," using
the Canny edge detection filter. The table is broken down into three columns: Carrier, Category (Cat.),
and Weighting.

e Carrier: This column lists the filenames of the bitmap images (.omp) that were analyzed.
Each filename presumably corresponds to a unique image.

e Category (Cat.): This column classifies each image into a category numbered from 1 to 4.
These categories could represent different types of images or levels of complexity in terms
of their content and texture. For instance, Category 1 could be simpler images with fewer
edges, and Category 4 could be complex images with many edges.

e Weighting: This column presents the normalized sum calculated for each image after
applying the Canny filter. The normalized sum is a quantitative measure of the edges
detected by the filter. It is normalized because it likely represents the ratio of edge pixels
to the total number of pixels in the image, thus allowing for comparison between images
of different sizes.

The data shows a progressive increase in the weighting from Category 1 to Category 4. This
suggests that the complexity or the number of detectable edges in the images increases with the
category number. The image Dhay.bmp, in Category 1, has the lowest weighting at 0.0633, indicating
it might have fewer or less pronounced edges. In contrast, Uum.bmp, in Category 4, has the highest
weighting at 0.1566, suggesting it has many or very pronounced edges.

This table could be part of a steganographic analysis where the edge detail of potential carrier
images is being assessed to determine their suitability for hiding information. Images with higher
weightings (more edges) might be better carriers for steganographic purposes because the additional
detail can help disguise the alterations made to embed secret information. The goal would be to
select an image with enough complexity to conceal a message but not so much that the message
becomes difficult to retrieve or the image arouses suspicion.

In Figure 2 showcases a comparative display of four distinct images categorized by complexity
and their corresponding edge-detected versions processed by the Canny filter. Each row represents
a different category, with the original image on the left and its edge detection result on the right.
Starting with "Dhay.bmp" in Category 1, the original image depicts a child with a simple background.
The Canny filter output shows minimal edges, indicating lower complexity and noise levels, in line
with Category 1's characteristics. Moving to "Kia.bmp" in Category 2, the original image of a vehicle
with moderate background detail yields a higher edge count, signifying a slight increase in complexity,
as expected for images in this category. The third row, "Horse.bmp" under Category 3, displays a
dynamic image of a horse. The resulting edge detection reveals a substantial number of edges,
reflecting the increased complexity and the higher noise potential, making it suitable for Category 3.
Finally, "Uum.bmp" falls into Category 4 and shows a scenery image with a complex structure. The
Canny filter output presents a dense web of edges, indicating a high level of detail and noise, thus
fitting into the most complex category.
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Fig. 2. Witness carriers, Cat. 1,2,3,4; to the right their result after the Canny filter

This visual representation aids in understanding how the Canny filter highlights the structural
complexity of images, which is crucial for applications like image processing, computer vision, and
particularly steganography, where choosing an appropriately complex carrier image can enhance the

concealment of information.

5. Determination of Category Ranges

The ranges of values that allow the automatic categorization of an image, after having applied
the Canny filter and weighting, were determined. These ranges were determined through various
tests with pattern or witness images, and then the process was tested with others to verify its
efficacy, obtaining very satisfactory results. The obtained ranges are representative and proportional
to the number of edges or the amount of noise in each image [32-36].

Table 2

Ranges to determine categories.
Category Ranges

Cat.1 Less than 0.075
Cat.2 0.075-0.099
Cat.3 0.1-0.125

Cat.4 Greater than 0.12
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Table 2 displays the categorization ranges for images based on their edge density, which is
calculated after applying the Canny edge detection filter. The table presents four distinct categories
(Cat.1 through Cat.4) with corresponding edge density ranges. These ranges are determined through
a process of testing with pattern or witness images. The Canny filter is known for its effectiveness in
identifying true edges, due to its use of Gaussian filtering to reduce noise, calculation of the intensity
gradients, and application of double thresholding to determine potential edges.

e Category 1 includes images with the least number of edges or noise, denoted by a
normalized weighting less than 0.075. These images are likely to have fewer details and
less complex structures. Consequently, they might not be ideal for certain image
processing applications that rely on clear edge information, such as object recognition.

e Category 2 consists of images with a slightly higher degree of edge detail, with
normalized weightings between 0.075 and 0.099. These images might have more
texture or detail compared to Category 1 but still maintain a relatively low level of
complexity.

e Category 3 is for images with normalized weightings from 0.1 to 0.125, indicating a
moderate level of edge detail. These images are likely to have more complex features
and could be better suited for more advanced image processing tasks that require
distinct edge information.

e Category 4 captures images with the highest amount of edge detail, having a normalized

weighting greater than 0.12. Images in this category are characterized by high levels of
detail and noise, making them potentially the most suitable for steganography and
other applications that benefit from a high density of edges.

By establishing these ranges, the table provides a systematic approach to image categorization
based on edge density. This categorization can be particularly useful in fields like steganography,
where the effectiveness of data concealment can depend on the amount of detail or noise within the
carrier image. The higher the category, the more likely the image is to successfully hide additional
data within its structure without detection. Images with higher edge density can obscure the
alterations made by steganographic processes, thereby providing better cover for hidden
information.

6. Conclusion

The article concludes that the application of the Canny filter for categorizing carrier images in
digital steganography presents a significant advancement. This method allows for the automatic
classification of images based on noise levels, optimizing the selection of substitution methods for
embedding secret information. Through empirical testing and algorithm development, the research
demonstrates the effectiveness of this approach, offering a systematic way to enhance data
concealment techniques.
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