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local background knowledge about individuals in a social network such as information
about its neighbours. Subsequently, many anonymization algorithms were proposed
to solve such issues. In this paper, a secure k-anonymity algorithm to protect
published data against such named structural attacks (e.g. Degree Attack and
subgraph attack) is proposed. Experimental results showed that the anonymized
Online Social Networks (OSNs) can preserve much of the characteristics of original
OSNs as a tradeoff between privacy and utility.
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1. Introduction

Last years have seen an exponential growth in the Social Network Systems (SNSs) such as
Facebook and Twitter, with different concerning stores of the privacy and security of appearing
repeatedly in mainstream media. According to Boyd and Ellison [1], a “social network site” is
characterized by three functions. Firstly, the social network site allows users to create a public or
semi-public use profile of themselves. Secondly, it provides formal facilities for their users to
express their relationships with other social users such as the friend lists that may typically reflect
their existing social connections. Lastly, social users may traverse their relationships in order to
explore the space of their user profiles.

Moreover, online social networks (OSNs) such as Facebook, Twitter, and Myspace provide
information about individuals in some population and show the links between them. Such links may
describe the relations of collaboration, friendship, and correspondence. Some real OSNs are
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complex and contain a huge set of information. These social networks become an important data
source that can be published for different analysis purposes [2].

Many of real-world OSNs contains sensitive information and serious privacy [3-6]. As a result,
research on preserving the privacy of published OSNs data has begun to receive more attention [7].

The goal of social network analysis is to uncover hidden social patterns. In social network
analysis, the relationships between social individuals in the social networks are regarded more
important and beneficial than the attributes information of social individuals [8]. As a result
preserving privacy in publishing OSNs data becomes an important concern.

1.1 Adversary Background Knowledge

An attacker usually relies on his/her background knowledge to re-identify individual's vertices
and learn the link relationships between individuals from the released anonymized graph. These
assumptions of the adversary's background knowledge play a critical role in modelling privacy
attacks and developing methods to protect privacy in social network data. The attacker's
background knowledge [8] can be: attributes of vertices, specific link relationships between some
target individuals, vertex degrees, neighborhoods of some target individuals, embedded subgraphs,
and graph metrics (e.g., centrality, closeness, betweenness). For example, Liu and Terzi [9]
considered vertex degrees as background knowledge of the adversaries to breach the privacy of
target individuals. The work proposed in [10] used neighborhood structural information of some
target individuals. While authors in [8, 11] proposed the use of embedded subgraphs and Ying et
al. [12] exploited the topological similarity/distance to breach the link privacy.

The adversary may use his background knowledge to attack the privacy of some victims by
collecting some local knowledge about the target individual vertices in a social network. To clear,
consider a synthesized social network of friends as shown in Figure 1. Each vertex in the network
represents an individual. Two individuals are friends if they are linked by an edge.

Ed 7
Dell 1

Cathy 3 5

George 8

Fred 2
. Ada . 6

Irene 9
Harry 4

Fig. 3. A naive anonymized
Social Network without
node identification

Fig. 1. Synthesized Social Network of Fig. 2. A naive anonymized Social
friends Network

The SN can be naively anonymized by assigning a random ID to each node, e.g. Dell is assigned
to 1, Bob is assigned to 2 and so on, as shown in figure 2. Another way to naive anonymization the
SN by removing the node identification as shown in figure 3. Suppose that this social network is to
be published. To preserve the privacy, it is not sufficient to assign a random ID to each identity;
figure 2; or remove all identities of vertices; figure 3. If an adversary, unfortunately, has some
knowledge about the subgraph of locating an individual, the privacy may still be leaked [10].The
adversary may use his/her background knowledge such as identity subgraph to attack the privacy of
some victims.
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1.2 Research Problem and Contribution

Many anonymization approaches were proposed to solve privacy preserving of published social
networks [3, 10, 13-17]. Most of these approaches do not guarantee the privacy preserving of
identities from attacker's frequent pattern (subgraph) attack as background knowledge. Social
graph frequent patterns are sub-graphs that may found in a collection of social graphs or a single
massive social graph with a frequency no less than a predefined user threshold [18].

The contribution of this paper may be summarized as follow:

- Developing an anonymization technique to preserve the privacy of released social network
individuals.

- Providing an effective privacy preserving algorithm with a reasonable tradeoff between
privacy and the information utility of the original social graph.

- Performance evaluation measures such as shortest path length, cluster coefficient, and
degree distribution [10] will be conducted on real life datasets

The rest of paper will be organized as follow: Section 2 surveyed most related work in
preserving the privacy of released SNs. Section 3 contains the proposed secure k-anonymity
algorithm followed by experimental results and conclusion in Section 4 and 5 respectively.

2. Related Work

Li et al. [19] proposed k-anonymity technique to preserve privacy attack based on frequent
patterns; one of the most important kinds of knowledge required for marketing and consumer
behavior analysis [18]. In addition, Anusha et al. [15] present a framework that provides privacy to
individuals in a social network against the adversary from frequent patterns. Their anonymization
algorithm is based on the Degree Smoothing method. Such approach suffers from two limitations.
The first limitation of this approach is that it only deals with 1-neighborhood such that if an attacker
has the background knowledge about 1- neighborhood. The k-anonymity social network still suffers
from neighborhood attacks. The second limitation, if the attacker has both the structural
background knowledge of the social network and a partial label information of the target individual,
such approach is insufficient under such attack. In addition, it doesn't provide information utility
measures such as cluster coefficient or shortest path length between social actors. An adversary
can reveal the users’ trusted social contacts. Mitta et al. [13] and Gartner, et al. [20] have proposed
anonymization techniques to preserve the trusted user's contacts. The algorithm was based on the
use of the degree constrained subgraph satisfaction problem on the complement of the input
graph. In addition, it does not preserve the social frequent pattern analysis after anonymizing the
social links. Ninggal et al. [16] present a type of vertex re-identification attack model called
neighborhood-pair attack. This attack utilizes the information about the local communities of two
connected vertices to identify the target individual. This work cannot protect the relationship
(sensitive edge) attack. Zakrzadeh et al. [21] prevent the attribute disclosure attack without
manipulating the graph structure. In this approach, the pattern of a specified user can easily reveal
by an adversary. Karas et al. [22] and Prashanth et al.[23] published their graph in a form such that
an adversary who possesses information about a node's neighborhood cannot safely infer its
identity and its sensitive labels. The approaches in [21-24] suffer from preserving a subgraph
pattern of an identity from the adversary frequent pattern knowledge. Campan et al. [25] proposed
k-anonymity to preserve the social network community (subgraph) of a specified node not the
entire social network nodes.
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The previous related works proposed anonymization techniques but it does not guarantee
protection to preserve the identity frequent pattern from the attacker's background knowledge. In
the proposed algorithm we provide an effective privacy preserving technique to preserve the
privacy of individuals under the sub-graph (pattern) attack. Moreover, it provides an effective way
to preserve the different network properties such as network's degrees, cluster coefficients, and
shortest path lengths.

3. K-Anonymity Algorithm

In this section, we demonstrate the secure k-anonymity algorithm solution for the anonymized
social network (SN) graph.

Definition 1: A Social Network (SN) can be represented by a simple graph, G (V, E), where Vis a
set of vertices and E V xV, is a set of edges. A label function | maps a vertex or an edge to a label. V
(G) or E (G) describes the vertex and edge set of G respectively. A social graph G’ = (V’, E’) is a sub-
graph of G (V, E), denoted by G’ such that V' , (u,v) ,and (u,v) .

The main idea for solution as follows: Given a SN graph G= (V, E), derive a released graph Gk=
(Vk,Ek), Gk is secured K-anonymity, in which Gk={g1,g2,g3,...gk} with pairwise isomorphic gi and gj, .

Definition 2: A Secure K-anonymity SN: Let G= (V, E) be a given with unique node information,
for each vertex (node). Let Gk to be the anonymized graph of G and Gk is secure anonymized with
respect to G if for two individual targets vertices A and B with corresponding to the sub-graph
attack that known by the attacker. For a given an anonymized Gk the attacker cannot determine
which a pattern belongs to target victim A. In addition, given two sub-graph, the attacker cannot
determine which pattern belongs to a target victim A or B with a probability not greater than 1/K.

The problem of privacy preserving in publishing a graph by the secure k-anonymity is defined
as:

Definition 3: Given an original SN graph G= (V, E) and positive integer k, such that release an
anonymized graph Gk= (Vk,Ek) to be published such that Vk=V; no dummy vertex node added. Gk is
secure k-anonymity with respect to G. The anonymization cost from G to Gk is should be minimized.
Definition 4: Subgraph (graph pattern) Attack: an attacker knows the structure of the user and find
the structure in the graph or find out which sub-graph match with the user structure in the
network. In other words, the adversary may know a connected sub-graph Ga, and a vertex V in Ga
that may belong to an individual A.

The secure k- anonymity published graph is based on the secure of anonymized subgraphs, as
there are K different vertices al, a2,...ak that may be mapped to A and k different vertices
b1,b2,..bk that can be mapped to B, where and for.

The following example can demonstrate the above explanation, consider the following figure 4:

Fig. 4-a. Anonymized Graph G;
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Fig.4-c. Sub-graph of Aand B
Fig. 4. published k-anonymity graph

Figure 4, shows as an example of published secure k-anonymity graph. In figure 4c, the
adversary attack with the two subgraph attacks Ga and Gb for the target individuals A and B
respectively, which are two nodes in the graph. There are four vertices {1, 2} in Fig. 4a and {3, 4} in
Fig. 4b that are linkable to A. While {5, 6} in Fig. 4a and, {7, 8} in Fig. 4b are linkable to B. The
attacker can determine only that A and B are linked by an edge with a probability . The proposed
k-anonymity algorithm will lead to better privacy preserving of published SN individual’s data.

Algorithm 1: K-anonymity algorithm

Input: Graph G, K.

Output: an anonymized released graph G= {91, g,..9x} of G.

1. Traverse each vertex in G.
a. Enumerate all connected K subgraph.
b. If vertex set of these connected subgraphs can’t cover all vertices in G
i. Enumerate such subgraphs.
% this means, its isolated components in G%

2. Extract the vertices of K embedding to be transformed from G to the g;’s in Gk.
% No necessary to edge modification for anonymization with respect to such
embedding %

3. Remove this embedding from G.

4. Anonymize g;

a. Enumerate g’s size that is isomorphic subgraphs.
b. For each enumeratedg'CIg.

i. Find all embedding of g’.
ii. Such that 1locate the embedding of these subgraphs within each
embedding.
% Rather than search the big graph G%
iii. Let T to be a temporary table
1. Keep in T every subgraph g’ that have been processed a long
with embedding embd(g’) that have been uncovered.
% T will help us to check if g’ is used or not %
c. Add edges in each g; for isomorphic pairwise subgraphs.
5. Exit.

The proposed k-anonymity algorithm aims to generate and publish an SN graph Gk that consists

of identity subgraphs. The set of nodes in G graph are partitioned into k-subgraph with the same
number of vertices.
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Definition 5: Given a pattern p = (V (p), E(p)), a simple overlap of occurrences g and g' of
pattern p exists if g(E(p))ng'(E(p)) # @. The support of p is defined as the size of the maximum
independent set (MIS) of the overlap-graph. A later study [18] proved that the MIS-support is anti-
monotone.

Definition 6: Anti-monotonicity : a k subgraph is a frequent only if all of its sub-graphs are
frequent[18] . For each k partition we ensure the each subgraph gi has a symmetry like the others
gi's in other k partition by an edge addition or deletion to ensure the Anti-monotonicity of the k-
subgraph.

Definition 7: A Frequent sub-graph: Given a set of graph datasets D = {G1, G2, ...,Gn}and a
sub-graph g, the support of a sub-graph set of g is Dg = {Gi|g S Gi,Gi € D}. The support of g =
|Dg|/|D]|. A frequent sub-graph is a sub-graph whose support is not less than a support threshold.

The frequent subgraph has shown to be a sounded in [10, 14]. In this work, the frequent
subgraph has a high possibility to generate a set of connected subgraphs that will minimize the
edge modifications needed for the graphs to be k-anonymity.

For better performance, we use the number of edges of a subgraph as a threshold to determine
the number of subgraphs to be discovered. One way to determine that threshold is the average
degree of G. A justification about determining such threshold is that many nodes in G may have this
d degree and each form a potential anonymization subgraph with their d 1-neighbors.

To clear and summarize, we have a non-anonymized G that consists of multiple components
(subgraphs), and a MAX threshold of number of anonymized subgraphs = k and the value of K
partitions of the social graph. We enumerate the set of subgraphs with k edges. In addition, these
subgraphs don’t cover the entire graph. Subsequently, do the following:

1. Determine the MIS of such subgraph:s.

2. Determine the highest degree in each MIS.

3. Enumerate the number of graphs in each MIS with such degree.

4. Such graph and its MIS are entered into a temporary table T.

4. Experimental Results

Different real-life datasets are used for the proposed algorithm experimental analysis. We have
extracted two datasets (datasetl and dataset2) from large datasets such as EU email dataset with a
different number of vertices 5000, 10000 respectively to test the proposed approach. We use
different k values in the proposed algorithm to generate the anonymized graph for the different
datasets. For short, we will demonstrate experimental results for k=10.

Deree distribution Deree distribution
K=10.N=5000 K=10.N=10000
= 10000 _ 12000
2 8000 £ 10000
= =
2 6000 2 8000
Z 000 & 6000
a \ &) \
2 \ 3 4000 |
o 2000 | % 5p 2000 -
) O
a 0 ™~ A 0 .
1 4 7 10 13 16 19 22 25 28 31 1 5 91317212529 3337414549
Frequancy Frequancy
= Anonymized Original == Anonymized Original

Fig. 5. Degree distribution (K=10)
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Transitivity Distribution Transitivity Distribution
K=10.N=5000 K=10.N=10000
510000 < 20000
2 8000 Z 15000
&) 6000 ‘Z 10000
e .. apadded ——Original
24000 Original > g
- = :
Z 2000 ~—— Anonymized Z 5000 ~——— Anonymized
E oLl —— - g - <

1 3 5 7 9 12345678910
Frequancy Frequancy

Fig. 6. Transitivity distribution (k=10)

Shortest Path lengths Shortest Path lengths
K=10,N=5000 K=10,N=10000
400 350
= £ 300
D 4 2
g 300 \ 5 250
= 200 | N Anonymized 5 200 ~— Anonymized
£ o £ 150 .
% 100 ——QOriginal Z 100 -Original
< <
S s 50
n 0 - 70
123456789 123456789
Frequancy Frequancy

Fig. 7. Shortest path length distribution (k=10)

The following figure 5, shows the degree distribution for the original, anonymized (published)
social graph. The figures show how the proposed algorithm keep and preserve the essential graph
information such as degree distribution for different datasets.

As previously shown in the experimental results that the released secure k-anonymity graph will
preserve the most essential properties such as degree distribution, transitivity distribution and
shortest path distribution. As a result, released secure k-anonymity graph can answer aggregate
quires with high accuracy. We have a tradeoff between the privacy preserving and social graph
utility; the expected use of the social graph. The experiments analysis have been showed that high
values of k in the anonymization of the original graph will lead to loss the expected social graph
utility , so we must such the tradeoff between privacy preserving and the graph utility.

5. Conclusion

Publishing social network data is an important issue as these data may contain a treasure of
information need to be sanitized. In this paper, we introduced a k- anonymity technique for
preventing OSNs identities from adversary's background subgraph (pattern) attack. The proposed
algorithm has preserved the essential graph utility information such as degree, transitivity and
shortest path distributions for the original social graph against the anonymized published social
graph. Building privacy preserving to other attacker's background knowledge will be interested. As
an open issue will be taken in the information associated with each identity and labeled edges and
show how such labeled information released securely can. Another issue is to propose a privacy
preserving framework for publishing the social graph profiles data for OSN's users.
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