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using random sequences generated by chaotic maps, is proposed. Chaotic maps were
used in our scheme for two important purposes: Encryption of the secret image using
hopping between multiple random sequences generated by different logistic maps,
and selecting of random bit locations in LSB of linear prediction coefficients of speech
for hiding image bits. This approach boosts algorithm security. The technique has
been evaluated extensively in terms of PESQ and PSNR, and the simulation results
prove the effectiveness of information transmission with a fiddling effect on the
quality of the coded speech.
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1. Introduction

Low bit rate coders have been extensively used in nowadays speech communication systems
due to its low communication costs [1]. Speech coding techniques have many applications in public
switched telephone network (PSTN), videoconferencing systems, digital cellular communications,
and emerging voice over Internet protocol (VolP) applications. There is always a trade-off between
voice quality and lower bitrates, however many other components affect speech coding systems
like: complexity, delay and packet losses.Therefore information hiding in low bit speech streams
had a great interest between researchers, as it gives large scale transmission of secret data, and
also most speech streams in communication systems are transmitted in real time, which gives short
time to eavesdroppers to perform steganalysis.

Although embedding data into low bit-rate speech streams is a challenging work because of
little redundancy in low bit-rate codecs and the real-time requirement of communication systems,
there have been some efforts by researchers for data hiding without affecting speech quality [2-9].
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Peng Liu [2] proposed an information hiding method for low bitrate VolP speech codecs based
on matrix embedding during the VQ process of linear predictive coefficients by code word
replacements. Shufan Yan [4] proposed a method where modification directions (adding or
subtracting one) of the pitch parameter are selected adaptively in order to achieve a high
embedding efficiency, and matrix encoding method was used twice to increase the hiding capacity.
In The technique used by Tamer Rabie [5], low-pass spectral properties of the speech magnitude
spectrum were exploited to embed a secret speech signal in the low-amplitude-high-frequency
regions of the host speech signal’s spectral magnitude. Xiao Bo [6] introduced a novel codebook
partition algorithm for Quantization Index Modulation (QIM), which is applied to information hiding
in instant low bit-rate speech stream. Hui Tian, [7], presented a novel model of real-time
steganography based on m-sequence in VolIP to eliminate the correlation among secret messages
to resist the statistical detection and to provide a short-term secure protection of secret messages.

In a paper by Rekik et al. [8], a new method to secure speech communication using the discrete
wavelet transforms (DWT) and the fast Fourier transform was presented. In the first phase of the
hiding technique, the speech high-frequency components were separated from the low-frequency
components using the DWT. In a second phase, the low-pass spectral proprieties of the speech
spectrum were exploited to hide another secret speech signal in the low-amplitude high-frequency
regions of the cover speech signal. A paper by Ahlam [9], presents a new lossless speech
steganography approach based on Integer-to-Integer Lifting Wavelet Transform (Int2Int LWT) and
Least Significant Bits (LSBs) substitution. Chaotic key has been proposed to increase security.

The proposed algorithm performs a simple and robust data embedding technique by using
adapted LSB technique to hide data in LPC parameters of coded speech with a specified chaotic
maps sequence. Instead of its relatively low resistibility to interference, LSB method can hide
comparatively large amount of information with little modification of original data, which makes it
a practical steganography technique. Besides, random insertion can scatter information in the
carrier in a relatively balanced manner, thus greatly improve the security of steganography. The
remainder of the paper is arranged as follows: in section 2 the basic concept of (CELP) speech coder
is discussed, section 3 presents proposed model for embedding and extracting data in details.
Section 4 discusses the objective tests results and related analysis. Section 5 concludes the paper
and discusses the future work.

2. Code Excited Linear Prediction (CELP)

The basic concept of all speech coders depends on the reality that speech signals are highly
correlated waveforms [10-11]. Speech can be represented using a linear combination of the
previous p samples plus a white noise, as in equation (1).

X (m) =iakx(m—k)+e(m) (1)

k=1

The weighting coefficients aj, a,, ...., ap are called linear prediction coefficients ( LPC’S) .A block
diagram of CELP analysis-by-synthesis coder is shown in the Fig.1. The samples of the input speech
are divided into frames of N samples each. Each frame is typically 10-20 ms long. Each frame is
divided into smaller sub-frames, of L samples each. It is called analysis by synthesis because speech
is encoded and decoded in the encoder and then the parameters that minimize the energy of the
error signal are found. First, LP analysis is used to estimate the vocal system impulse response in
each frame. A codebook of size M and dimension L, is available to both the encoder and the
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decoder. The code vectors have components that are all independently chosen from N (0, 1)
distribution so that each code vector has an approximately ‘white’ spectrum. The code vector
whose output best matches the input speech (least MSE) is selected to represent the sub frame. In
our implementation frame duration of 20ms is used for the vocal-tract analysis (160 samples of an 8
kHz sampling rate) and 5ms sub-frame duration (40 samples) for determining the excitation.

3. Proposed Algorithm PCA

In embedding phase, the secret image is divided into 16 blocks each of size 16x16, and then
each block samples are encrypted by sample XORing with different logistic maps [13-14]. The
equation of logistic map is given in equation (2), where Xn is a number between zero and one, n is
the iteration number, X0 is the initial value and r is a positive number between 3.57 and 4 where
the chaotic behaviour occurs [15-16].

LP Coefficients

h »
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Code Book )
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Sequence fiter Lieh - gy

Fig. 1. Block Diagram of CELP
X, =rX,(1-X)) (2)

The hopping between logistic maps is done by generating other map responsible for selecting the bifurcation
parameter (r), after adjusting its values to be in the chaos region. Then final encrypted image of size 64x64 is obtained
and then image samples are converted into binary form. Speech stream is divided into frames of 160 sample and
encoded parameters are computed for each frame. Then image bits are embedded in the LSB’S of LPC's by a
predetermined sequence using logistic map. Subsequently, all computed parameters for each frame are encoded and
transmitted.
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Fig. 2. The proposed steps for embedding hidden data
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In extraction phase, the received LPC parameters are decoded and image bits are extracted
from each frame, then the resulted bits are decrypted to recover the extracted image. The
proposed method for embedding and extraction is shown in Figs. 2 and 3.

Select Embedding
sequence using
logistic map random
sequence

Decoding of . Extractimage Convert Decrypt image bits el
each frame Obtain LP bits from LSB of extracted ! using logisti final
coefficients LP coefficient image bits to CEABLE S B GETE extracted
arameters i i
coefficients e hopping image

Fig. 3. The proposed steps for extracting hidden data
5. Results and Discussion

The speech quality is measured in terms of Peak Signal to Noise Ratio (PSNR) and Perceptual
Evaluation of Speech Quality (PESQ) using the test speech data in Table. 1 and the degradation of
extracted image is measured using Mean—structure similarity-index-measure (MSSIM). The high
MSSIM values of the extracted images denote better imperceptibility and secrecy of the hidden
data. MATLAB R2014a program has been used to generate the code, and four speech samples of
lengths between (1-3) mins’ were considered with a sampling frequency of 8000 Hz. An image of
size 64x64 is used as a hidden image.

PSNR can intuitively compare the differences between the original signal x and the synthetic
coded signal y:

RZ

where R is the maximum signal value in the original audio signal and Mean Squared Error (MSE)
gives a measure of the average of squared errors between the two signals [16].

Mean—structure similarity-index-measure (MSSIM) is an estimate for the deformity of extracted
image. SSIM depends on the human eye perception and so it’s preferable than other methods like
PSNR or MSE in expressing the amount of distortion. MSSIM is expressed as

1

’

.
D SSIM(P,,P,),

J=1

MSSIM(P,P)= (4)

where SSIM(P,P)=[I(P,P))’.[c(P,P))’.[s(P,P)) .The functions c(P,P), I(P,P) and s(P,P)
are the contrast comparison, luminance comparison and the structure comparison functions,

respectively [16]. The symbols 6, B and y {6, B, vy > 0} regulate the relative prominence of the
components.
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Perceptual evaluation of speech quality (PESQ) is an objective method, used in speech quality
assessment of speech codecs. A computer model of the subject, consisting of a perceptual and a
cognitive modeling process, is used to compare the output of the device under test (e.g. a speech
or a music codec) with the input (= reference), using any audio signal (speech, music or artificial test
signal) [17]. A perceptual model, applying a time alignment for delay estimates, models original and
degraded speech. The output is a single value in -1 to 4.5 range. A simplest variable bit rate
Vocoder having a codebook containing 1024 sequences of length 40 was used and operated in two
modes:

. Medium bit rate (16 Kbps) CELP.
. Low bit rate (9.6 Kbps) CELP.

Tablel shows bit allocation for the specific bit rate and table2 presents the results of objective

tests.

Table 1
Bit allocation for the specific bit rate
parameter Bits/parameter Bits/frame
9.6 16kbps 9.6 16kbps
kbps kbps
Code 10 10 40 40
book
index k
12 LPC 6 12 60 144
coeff
Gain 7 13 28 52
Pitch filter 8 13 32 52
coeff,b
Lag of 8 8 32 32
pitch filter
5192 5320
Table 2

Tests of quality of coded speech and extracted image

Speech
samples
Bit rate

PSNR(dB)
PESQ
MSSIM

Male 1 16 kbps 21.85 1.54 1

9.6 kbps 21.76 1.51 0.88
Male 2 16 kbps 17.4 1.82 1
9.6 kbps 17.2 1.81 1
Female 1 16 kbps 16.3 1.56 1

9.6 kbps 16.2 1.57 0.6
Female 2 16 kbps 14.6 1.42 1
9.6 kbps 12.5 1.43 0.7
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5. Conclusion

This paper gave a simple and effective hiding technique for low and medium bit rate speech
stream depending on analyzed parameters from CELP coding technique. CELP coders can maintain
some phase information from original signal, so it’s able to simulate the original envelope of speech
more strictly. Hence, CELP is preferable to Linear Predictive Coding (LPC) in speech synthesis
purposes. The results showed that changes in LSB of LP coefficients have a little influence on speech
guality, which can be used effectively for embedding. The security of proposed method has been
improved by using a dynamic encryption algorithm with chaotic maps. Moreover, quality tests
proved that synthesized speech with embedded secret data still has acceptable levels of
imperceptibility, and with high embedding efficiency of 12 bits per frame. Future work is to try to
improve hiding capacity and speech audibility of the proposed algorithm. Also, future work may
include design and implementation of a real time speech secure communication system with
different modulation techniques and test the behavior of the proposed models and algorithms in
information hiding.
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