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Available online 9 December 2016 aspect in an overall information security area. Human error inadvertently causes
security breaches if the user fails to practice safety behavior. This study was conducted
to investigate the factors contributed by individuals and organization on information
on security awareness towards security breach among IT users in Kolej Poly-Tech
MARA Batu Pahat (KPTM BP). By observing the literature review and related research,
this study proposed a research model of the awareness of security breach by relying
on the individual, organization and information security awareness. In conjunction
with the proposed model, this study addresses 2 hypotheses which are; H1- there is no
relationship between independent variables and dependent variables; H2- there is a
relationship between independent variables and dependent variables. The descriptive
research has been used to investigate the awareness of information security focusing
on human error, policies and procedures and information security awareness in
education and experience via questionnaires. The respondents of this study comprise
of 155 IT users in KPTM that used snowball sampling to gather data. This study can be
used to assist the IT Officer in Batu Pahat and others branches in KPTM to monitor the
awareness level of users towards information security, thus enabling them to design
an effective information security awareness programs such as campaign, seminar and
case study. Meanwhile, KPTM, Batu Pahat, can also utilise this study to design a more
robust system of policies and procedures that would safeguard the confidentiality,
integrity and availability of the system. For future work, this study can be implemented
in other private and public colleagues and universities to cover a larger population for
the purpose of sampling.
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1. Introduction

The phrase ‘New Tools, Old Crime’ is referred to the crime that occurs in cyberspace by using
networking devices tools [1]. Nowadays, internet use is widespread. The technology shift has enabled
many companies to produce various types of devices such as computers, mobile devices, smart
phones, tablets, iPad, and other mobile devices that can connect to the internet anytime and
anywhere. The internet provides a lot of advantages to the user including easy access to the social
media, online chatting, online purchase, online banking, streaming video, sending and receiving email
through the World Wide Web. Although the internet solves many issues regarding technology, at the
same time it also creates a host of other problems especially if the user is ignorant regarding the
issues of information security [2]. This study focused on the awareness of security breach among IT
users in Kolej Poly-Tech MARA Batu Pahat (KPTM BP). The most common error committed by users
are; sharing their passwords with another user, opening unknown emails, leaving workstations
unattended, updating status on media social, etc. Their carefree attitude towards information
security leaves them vulnerable to hackers or attackers to penetrate into the user’s system. Once the
attacker starts hijacking the system, data confidentiality, availability and privacy can no longer be
secured [3]. Moreover, if the organization fails to take a major action aiming at strengthening
information security, one of the consequences would be organizational asset loss.

Employees are the biggest contributors in information security breach. Occasionally, their actions
may deliberately affect the organization. Examples of user misconducts include employee
carelessness, failure to abide by policies and procedure, improper data storing and trainings not
conducted by authorized trained personnel. Nevertheless, employees themselves can sometimes
employ information assets for personal reasons such as illegal access towards data confidentiality,
data fraud, downloading and installing malicious software, misusing data, etc. [4]. According to [5],
human error can be categorised into seven focus areas which are information handling, password
management, mobile computing, internet use, social networking use, incident reporting and email
use. An interview with an IT executive of KPTM Batu Pahat indicated that human error are commonly
responsible for information security breach and this view is supported by [5,6]. Thus, the
development of the questionnaire is based on the behavior, knowledge and attitude associated with
human error in computer usage or application. As users of the Internet, they must be knowledgeable
and aware of any kind of activities involving the internet. A user must also bear in mind that
everything can be accessed by an attacker every time the user logged on to the internet [7]. Thus,
without awareness in cyber security the user will inadvertently provide an opportunity for an attacker
to penetrate into his system without his knowledge.

2. Overview of information security awareness, human error and security breach

Information security awareness can be described as the state of consciousness where the user
can distinguish the action accordingly, comply with the rules and regulations, and understand the
impact of his actions [8]. Without proper understanding in Information Security Awareness, cases like
security breach can occur and can impact the organization; therefore, action should be taken to
prevent it from occurring. The researchers claimed that each of the individual, institution, and
environmental causal must clearly understand their responsibilities when using the internet or
computer. According to [9,10], security awareness can be interpreted as an understanding about the
network security; policies and procedures; and individual factors. User practice is the major aspect
that contributes to the security breach. Online shopping, opening unknown emails and attachments,
cloud storage and passwords sharing are examples of user’s customary practice on the internet.
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Cyber awareness training is an example of a factor that could contribute to security awareness.
Nevertheless, the user’s actual behavior remains the main factor that contributes to the security
awareness [9,10].

Human error can be referred to accidental causes where it denotes the concept of violations:
deliberate actions that deviate from normal process. The concept of violations can be divided into
two categories: harms of malicious intent (e.g., insider threats, hackers, terrorists) and harms of a
non-malicious nature. In this context, human errors and individuals are considered two different
entities whereby an individual cannot be blamed if human error occurs [11]. According to [12],
intrusions in cyberspace can be categorized as attacks from insiders, flooding intrusions, root attacks,
port scanning attacks, attacks on the virtual machines and attacks from back door channels [12].
Human negligence or human error is one of the factors that contribute to cyber-attack [13]. This has
been proven through researches done by James Reason. His research claimed that other factors that
contribute to human error and violation are misuse of equipment, management not implementing
best practices or setting out unclear procedures [14]. Previous studies conducted by [5], stated that
human error that most contribute to the destruction of an organization are carelessly or purposely
exposing passwords to others, falling victim to phishing emails by clicking on embedded web site
links, or installing non-familiar media into work or home computers. Metalidou who examined the
relationship between human factor and management factors found that human factors are the major
contributor to security breach and this conclusion was supported by [2] and Cisco Systems.

2.1 Previous research model for framework adaptation

Related studies conducted by the researchers about the awareness of security policies towards
user acceptance perspective found that the factors that contribute to the security awareness are
organization, human and social [15,16]. Moreover, according to [17] on a study conducted on mobile
device focusing on smartphone awareness, the researchers claim that behavior, attitude and
knowledge are the factors that contribute to the security awareness. Recent study about information
security awareness has been deployed and the researchers [18] proved that policy, security, attitude,
Subjective Norms, organization, involvement experience, threats appraisal and self-efficacy shows a
strong effect on user behavior where the researcher piloted the study in the SEM (structural equation
modeling) [18]. Based on empirical researches and theoretical framework, most of the researchers
agreed that the factors that contribute to security breaches are individuals, organization and
information security awareness [5].

Although an organization has implemented information security, however, policies and
procedures alone are not enough to curb information breach that happen in a year according to [19].
Organization factors relating to the implementation of policies and procedures, attitude toward
policies and procedures as well as information security culture has been conducted and it is
recommended that a user should always adopts best practice behavior when surfing the internet or
when using a computer or a laptop. A lot of literatures have used behavior model in information
security like the Theory of Planned Behavior [20] and the Knowledge Attitude Behavior (KAB) model
[21].

[22] have conducted an analysis to compare the three models behaviour. They are technology
acceptance model, combine theory planned behaviour and technology acceptance model and unified
theory of acceptance and use of technology. The researchers found that attitude shows a positive
result towards user behaviour. Organizations, colleagues are the factors that contribute to employee
actions. Moreover, researchers [5] also agree that employee behaviour is the main factor that
influences security breaches in term of human error. [5] examined the relationship between factors
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of HAIS-Q by using KAB Model. The researchers used knowledge, attitude and behaviour (KAB) model
to find the relationship between knowledge toward policy, attitude toward policies and procedures
and self-reported behaviour based on human error. They found that individual, organization and
information security awareness are the factors that contribute to employee awareness by using
HAISQ [5]. This statement was supported by [23] where the researchers conducted empirical study
to examine the factors that contribute to information security culture on employee practice. The
study has been conducted through various disciplines involving banking, information technology,
finance, marketing, education, advertising, engineering and healthcare environment. The result
shows nine factors that influence information security culture. They are security behaviour, cultural
differences, top management, trust, information sharing, security policy, security knowledge and
belief.

3. Methodology

A descriptive research study has been conducted to investigate awareness level towards security
breaches focusing on knowledge on policies and procedures; technology and system adapted from
Neil J. Salkind’s method by using a questionnaire. A questionnaire is used to capture rich, detailed
information that contributes to human behavior and knowledge towards policies and procedures in
security breach among IT users in KPTM BP. By using a descriptive quantitative research design the
detailed information can be gathered to design or adopt an exploratory approach regarding network
security issues. The questionnaire was constructed using a hybrid method. The selected populations
of this study are from the education sector mainly with knowledge in information technology
focusing on KPTM BP. This study took a sample of 30% of KPTM BP users comprising mainly of
students and staffs that amounted to 330 respondents from various backgrounds. The result of the
interview indicates that there is no documented form of policies and procedures implemented in
KPTM BP. Even though network monitoring has been deployed, there is no evidence of any analysis
made because the network monitoring was conducted by vendor. Human activity is also a major
contributor to the security breach. As regards the information on security awareness program, there
has been no security awareness program designed or developed by the IT officer.

4. Result and analysis

This paper starts with collecting and analysing the demographic of respondents of this research
survey. Before the questionnaires were distributed to students and staffs, a pilot study was
conducted. Cronbach alpha calculated for each of the three main items are: individual, organization
and information security awareness. All the items show the recommended cut-off value of 0.7, which
provides evidence of a high degree of reliability and suggests the items in the scales are measuring
the same underlying construct. The respondents of this research were gathered starting April 2016
until May 2016. From a total of 200 responses, 155 responses were completed and 45 responses
were incomplete. The questionnaires were distributed manually using a snowball concept
throughout the KPTM BP. The survey was tested over a pilot study to make sure the survey was
reliable and understandable. The analysis begins with a descriptive analysis where the demographic
of respondents were analyzed using SPSS, followed by survey analysis, where a deeper analysis is
done on individual factor, organizational factor and information security awareness. Lastly,
independent variables and dependent variables are analyzed using correlation and coefficient, and
regression analysis.

Table 1 below summarizes the demographics questions such as age, gender, education level,
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which department the staff is working in, the field of study for the student and the length of time
spent on the internet and computer. The mean age of the participants is 1.63 (below 20 years); the
mean gender is 1.5 (Male); the average for education level is 1.27 (Diploma level); the average for
field of study is 3.85 (Graphic Design Programme); the average for working departmentis 3.57 (Admin
Staff) and the average for duration of time experience using the Internet and computer is 3.03 (range
5-10 years).

Table 1
Individual factor frequency

MIN MAX MEAN MEDIAN MODE  STD.DEVIATION

AGE 1 5 1.63 1 1 1.075
GENDER 1 2 1.54 2 2 .500
EDUCATION LEVEL 1 3 1.27 1 1 .573
DEPARTMENT 1 4 3.57 4 4 .940
FIELD OF STUDY 1 6 3.85 4 4 1.710
EXPERIENCE USING
THE INTERNET 1 4 3.03 3 4 .987
AND COMPUTER
TOTAL=160
Table 2
Individual factor frequency
A |INDIVIDUAL FACTOR 1 % 2 % 3 % 4 % 5 %o
IND1 |Ihave sufficent knowledge about information security. 12 7.74 34 | 2194 68 | 43.87] 38 | 2452 3 1.94
I know various types of security threat like malware, virus, botnet
IND2 |and etc 3 1.94 14 1 9.03 50 |3226] 79 | 5097 9 5.81
I always use a strong password on my computer, email and any
IND3 |social media account. 2 1.29 4 2.58 32 20.65 84 54.19 33 21.29
I am not surfing any social networking website or application during
IND4 |class or work time at the college. 3 1.94 19 |1226] 17 | 1097] 56 |36.13]| 70 | 45.16

I always update anti virus programme or anti spy ware programme on
IND5 |my computer 1.29 16 11032] 36 |2323] 40 | 2581 61 | 39.35

2

IND6 |Ionly download software or programme from trusted sources. 4 2.58 5 3.23 36 23.23 71 45.81 39 25.16
2
9

1.29 21 | 1355) 25 | 1613 38 |2452| 66 | 42.58
5.81 9 5.81 25 | 1613 35 | 2258 75 | 48.39

IND7 |Ido not share my password to my colleage and family .

INDS8 |Ido not leave my computer or laptop unattended.

IND9 |I have skills to protect my computer and private data. 18 11.61 13 8.39 79 50.97 30 19.35 15 9.68
I feel secure when I can access my cloud data storage at any place
IND10 |and anytime. 3 1.94 20 | 1290) 40 |25.81| 29 |18.71] 58 | 3742
Average 3.74 10.00 26.32 32.26 27.68
[ 1374 2632 59.94

Table 2 above shows individual factor frequency with most of the respondent responded “Agree”
with the percentage average of 59.94% for IND1 until IND10. Around 26.32% respondents responded
“Natural” for IND1 until IND10. The least average for IND1 and IND10 is 13.74%. Table 3 shows the
respondent’s response on the organization factor frequency. The highest average responses in this
section are on scale 1 and 2 “Disagree”. The percentage average for ORG1 to ORG 11 is 50.26%. Only
28.21% of the respondents responded “Agree” on organizational factor and 21.52% responded
“Natural”. Table 4 shows the respondent’s response on information security awareness factor. The
highest average responses in this section are on scale 4 and 5 “Agree”. The percentage average for
ISA1 to ISA8 is 46.45%. Only 23.43% responded “Natural” on Information Security Awareness factor
and 30.13% responded “Disagree”.
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Table 3
Organization factor frequency
B |ORGANIZATION FACTOR 1 % 2 % 3 % 4 % 5 %
The organization have a information security policy and procedures
ORG1 |10 be follow. 63 |40.65| 86 |ss48]| 6 | 387 o [o00| o | o000
I am aware of policy and procedure which are implemented in my
ORG2 forganisation. 12 | 774 | 143 |9226] o |o00] o |ooo| o | 000
I'know content of the policy and procedures apply in the
ORG3 forganization. 64 |a129| 87 |s6a3| 4 | 258 o |ooo| o | o000
ORG4 | Information security policy and procedures affect my behavior. 29 11871 94 | 60.65 19 | 12.26 4 2.58 9 5.81
My daily activity follow the organization information security
ORGS [policy and procedures 71 | 4581| s8 |3742| 25 |1613] 1 |oes| o | 000
My colleagues’ information security behavior influences my
ORG6 |vehavior. 1 loes| 7 |as2| 101 |esa6]| 40 | 2581 6 | 387
Information security culture in my organisation influences my
ORG7 [behavior 1 foes | 1t [ 70| 77 |aves| 57 | 3677 9 | s
ORGS |My superior, peer or lecturer influence my security behavior. 10 6.45 51 | 3290 37 |23871 49 | 31.61 8 5.16
ORG9 | The organization provide secure network to students and staffs 24 | 1548 21 1355 35 | 22581 62 | 40.00 13 8.39
The students and employee who break information security rules will|
ORG10| be discipline by the organisation. 1 |oes| 17 [1097] 25 |1613] 97 | 6238 15 | 9.68
I'am always doing the best practice behavior when dealing with the
ORG11 internet. 1 |oes | s |323] 38 |2a52| 95 [6120] 16 |10.32
Average 16.25 34.02 21.52| 10 |23.75 4.46
50.26 21.52 28.21
Table 4
Information Security Awareness factor frequency
¢ |INFORMATION SECURITY AWARENESS 1 % 2 % 3 % 4 % 5 %
Students and staff have been exposed to security awareness camp aign
ISA1 by the organisation. 70 (4516 74 |4774| 10 [645| 1 | 065 0 | 0.00
ISA2 |Security awareness campaign influence my behavior. 10 6.45 93 60.00 | 28 18.06 19 | 12.26 5 3.23
My experience increases my ability to have a safe behavior in term of
ISA3 |information security. I 1710 | 30 1935 99 |63.87| 15 | 968 | 0 [ 0.00
My experience helps me to recognize and assess information security
ISA4 |threat. 6 3.87 0 0.00 | 29 |1871( 109 |70.32] 11 7.10
My experience helps me to perform best practice and avoid any
|SAS |misbehavior activities in information security 1 0.65 6 3.87 35 12258 94 | 60.65 19 | 12.26
Taccept any kind of advice from others (peer, family, lecturer, Head
of department). It is important to me if they suggest to me to use anti
ISAG [virus or anti-spyware in my computer. 9 | 58| 0 000 25 [1613| 65 |41.94| 56 |36.13
T accept any advice from other sources (College, Internet) to regularly
ISA7 |update my password I {065 10 | 645 | 29 [1871| 86 |5548( 29 |18.71
If others (peer, lecturer, Head of Department, IT Office) suggest to
me to do backup, or not open appropriate web site, I would accept
ISA8 |it. 1 0.65 5 323 | 23 | 1484 | 53 [3419| 73 |47.10
Average 8.79 17.58 22.42 35.65 15.56
26.37 22.42 51.21
[Total Average (%) [ 3013 23.42 46.45

Figure 1 below shows a low positive correlation and coefficient between X (Information Security
Awareness) and Y (Individual) where r value is 0.110. The relationship between variable X and Y shows
distant from being a perfect association. The graph shows us the small range of r value (0.110)

supported by [24].
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Fig. 1. A scatter diagram showing the relationship between variables

The relation of the individual factor, organization factor and information security awareness
toward the awareness of security breach are positively correlated. Meanwhile, the degree of
strength of the association is moderate (0.3< | r | < 0.5). Therefore, hypothesis null will be rejected.
Ho: There is no relationship between independent variables and dependent variables Hi: to show a
positive relationship between independent variables and dependent variables. Besides that, multiple
linear regression is used in this study to investigate the relationship between independent variables
(individual, organization and information security awareness) and dependent variables (the
awareness of security breach) among IT users in KPTMBP. The stepwise model was adapted in this
research study. Multiple regression is used because of various dependent variables exist ([25,26]).
The regression will be conducted based on the predictor of the awareness of security breach.

Table 5
Summary of Multiple Regression Analysis
Regression Test Fvalue Std.Error R?(adj.) Sig. (P Value) Hypothesis Result
Individual 38.567 0.535 0.549 0.000 Supported
Organization 10.967 1.059 0.244 0.037 Supported
Information Security ~ 13.502 0.673 0.448 0.00 Supported
Awareness

Three multiple regression models were deployed. Individual factors tested were toward
information security awareness and organization factor toward information security awareness.
Individual factor regression shows the result of R? of 0.564, where it is statistically significant (F
(5,149) = 38.567, p < .005) = 0.29. This indicates that individual knowledge in password management
predicted nearly 54.9% of the difference on information handling, information security awareness
experience, information security awareness campaign, and mobile computing. Next regression
involves organization factor toward information security awareness. The R? organization regression
value is 0.244, where it is statistically significant (F (5,149) =10.967, p < .005). The outcome of this
regression indicates that almost 24.4% of the variance in organizational effort to provide secure
network was related towards information on security threat, information security experience,
security awareness campaign, information handling and mobile computing. The next regression of
Information security awareness indicates the adjusted R%is 0.448 where it is statistically significant F
(10,144) = 13.502, p < .005). The outcome of this regression indicates that almost 44.8% of the
variance in information security awareness was related towards organization factor, information
security awareness and password management. Thus, the outcome from this regression analysis
toward the awareness of information security breach was supported by the hypothesis of the
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existence of a relationship between independent variables and dependent variables of the awareness
of information security breach.

5. Discussion, future work, and limitation
5.1 Discussion

The knowledge towards human error, attitude toward policy and procedure and user behavior in
information security awareness shows the relationship toward the awareness of security breach. The
result is supported by previous researchers [5] who conducted research in determining employee
awareness using the human aspect of information security questionnaire; the result showed
knowledge toward policy and procedure is associated with attitude toward policy and procedure (R2
= 0.659**) and both are related to self-reported behavior (R2 = 0.777*%*).

) T~_8=0.347
The Awareness of

R2 = 0.564 Security Breach

'

1 B=0.526
R2=0.244

.
>

Organizational Factors

B=0.53

orsa RZ=0.448

Information Security Awareness

Fig. 2. The relationship between individual factors, organizational factor and
information security awareness toward the awareness of information security
breach.

The results shown in Fig. 2 specifies that individual factor, organizational factor and information
security awareness shows a positive moderate relationship regarding the awareness of information
security breach. However, the Beta () values stated in Fig. 2 indicates that information security
awareness (B = 0.53) and organizational factors (B = 0.526), shows a strong relationship toward the
organizational awareness of information security breach rather than individual (B = 0.347).
Therefore, the derived models from the multiple linear regression models are as follows:

The Awareness of 0.347(IND6) +0.347(IND2) + 0.308(ISA3) + 0.166 (ISA2) — 0.089(ORG9)
Information Security +0.057(C)
Breach;

The Awareness of 0.526(IND2) +0.295(ISA3) — 0.190(ISA2) - 0.272 (IND10) +0.228(IND5)
Information Security +0.765(C)
Breach;
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The Awareness of = 0.353(ISA3)-0.888(0ORG2)+0.218(ORG3)+0.219 (ORG7) +0.266 (ORG10)
Information Security +0.272 (IND3) — 0.104 (ORG9) — 0.127 (ORG4) — 0.185 (ISA8) — 0.239
Breachs (ORG11) + 0.272 (IND3) + 2.077(C)

5.2 Future Work

Organization, mainly IT officers of KPTM Batu Pahat should be able to design and develop policies
and procedures to improve organizational security awareness. Besides the organization’s in-house IT
personnel, the organization could also employ an independent consultant to design and develop
Information Security Awareness Programme before implementation. Security awareness campaign,
seminars and case study are the best approach to give exposure among IT users in Kolej Poly-Tech
MARA Batu Pahat (KPTMBP). Furthermore, this research can also be conducted in different private
and public colleges and universities that will cover a large range of population. Therefore, this
research can serve as a pilot study for the other researchers conducting a survey in awareness of
information security. Besides individual factor and organization factor, intervention factor can also
be added to this study to measure and determine whether this factor have a significant effect on the
awareness of information security breach by using a mediator to examine behavior of IT users in a
given organization. Beside interviewing the IT officer, an interview with end user also should be
conducted.

5.3 Limitation

One limitation faced by the researchers of this study is that human error is not tested in
organizational factors and information security awareness factor, instead human error questions
were focused solely on individual factors. Moreover, the sampling process in this study used only
minimal sample sizes. The optimum sample size should come from at least 30% out of 1100
individuals in KPTM BP. However, this study only utilized responses from 155 respondents to describe
the overall experience of IT users in Kolej PolyTech MARA Batu Pahat. The order of the questions may
also have an impact on the user mindset regarding the questions asked. The questionnaires were
constructed using positive wording. There were no negative questions in this questionnaire. These
factors may have influenced the respondents when they were filling out the questionnaires.

6. Conclusion

As a conclusion, this study has provided an overview of the awareness of information security,
literature review on various types of human error, independent and dependent variables of the
awareness of information security breach. Besides that, this study has also proposed a framework
model based on the literature survey by using an adapted model. The relationship between
dependent and independent variables was also ascertained using the Bivariate Pearson Correlation
and Coefficient. Then Multiple Regression models were used to find the relationship between
independent and dependent variables. The outcome of this study shows all of the predictors or the
independent variables have a statistical significant with the dependent variable.
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