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ABSTRACT

With the improvements in machine-to-machine (M2M) communication, ubiquitous computing, and wireless sensor networks, the
Internet of Things (IoT) has become a notion that is constantly rising in importance. Using uniquely addressable IDs, the Internet of
Things links diverse physical items and allows them to communicate with one another through the Internet. A general overview of
the 10T in the context of the architecture and associated technologies is provided in this article. On the other hand, the Internet of
Things does not follow a standardised architecture model. This is accomplished by describing widely recognised architectural
concepts that are subsequently refined with the associated technology in various tiers. Also included are some solutions that have
been developed and future directions for addressing the obstacles faced by the IoT paradigm. Finally, the article discusses several
Internet of Things applications to demonstrate the viability of the loT idea in real-world settings.
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1. Introduction

The Internet of Things (loT) is a novel paradigm that allows for the communication of sensors and
electrical devices over the Internet to serve a better purpose. The loT is a technology that uses smart
devices and the Internet to bring ground-breaking solutions to several difficulties and challenges
connected to a wide range of industries throughout the world, including consumers, industry,
government, and public and private sectors [1]. The loT is increasingly becoming an essential part of
people's lives, and its presence can be seen everywhere. In general, the Internet of Things (loT) is a
technological innovation bringing together a huge variety of frameworks, smart systems, sensors and
smart objects (Figure 1). Furthermore, it utilises nanotechnology and quantum in aspects of
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sensitivity, processing speed, and storage capabilities that were previously unimaginable [2].
Numerous studies have been undertaken. to illustrate the prospective use and application of loT
developments. The results are accessible in scholarly publications, press reports, and other written
materials, both online and offline. It might be implemented as a preparation effort before developing
fresh creative business ideas while contemplating interoperability, assurance and security.
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Fig. 1. General architecture of loT

1.1 IoT Definition

The Internet of Things (loT) has generated considerable attention in both the industrial and
academic sectors, with the main motives for this interest stemming from the capabilities that loT
delivers [3]. It also ensures the establishment of a future in which all intelligent things and devices
are interconnected and can interact with one another with the least amount of interference from
humans [4]. The ultimate goal of 10T is to improve the lives of people by having all smart objects in
our surroundings comprehend all we need and desire, and acting in our best interests without our
direct orders [4-5]. The loT encompasses many technologies that contribute to its vision, but research
in this subject is still very much in its early phases. As a result, the term "Internet of Things" does not
have a universal definition; instead, the following definitions have been supplied by various
academics.

e Definition 1: Things have virtual identities and personalities, in which they are integrated
with smart interfaces which facilitate interaction and connect with users' surroundings and
social situations [6], and they can communicate and connect with one another.

e Definition 2: Things that are interconnected and play an essential part in what could be
referred to as the "Internet of the future" [7].

e Definition 3: This term is made up of two words: The Internet is defined as a global network
made of an extraordinarily diverse array of networks that operate according to established
communication protocols; meanwhile, the term "Things" refers to every linked device that
utilises the same communication protocols as the Internet [7].

e Definition 4: An loT network's environment is composed of both real and virtual things, which
transform into virtual things when they are placed inside a cyber world. Such objects can
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sense, analyse, and process data and self-manage, relying on integrated specialised
requirements and communication protocols. These smart things should have distinct virtual
personalities and identities [8] and communicate through interoperable communication
protocols.

e Definition 5: The Internet of Things (1oT) concept signifies "anything that can be reached from
anywhere at any time by anyone for any service over any network". As a result, the Internet
of Things can be referred to as 6Anys [9].

1.2 Internet of Things Future Vision

The loT is still in its early phases of development, and numerous stakeholders may be involved
depending on their usage and interests. It is still in its initial phases, and everyone is seeking to
comprehend the Internet of Things from the perspective of their own requirements. The modern
concept comprises a sensor-based collection of data, data administration, processing of data, and
the World Wide Web, among other technical elements. It needs to be noted that sensor-based
hardware is used. This concept, as defined by an introductory and broad definition [10-11], is defined
as the wide usage around us of a range of objects or things (like sensors, actuators, Radio Frequency
Identification (RFID) tags, mobile phones, etc.) that, through determines schemes, are capable of
interfacing with each other working collaboratively with their neighbours to achieve a common goal.
Figure 2 offers an overview of three specific concepts presented by [12]. These are their names:

e Things Oriented Vision

e Internet Oriented Vision

e Semantic Oriented Vision

Internet Oriented
Vision

Things Oriented Semantic
Vision Oriented Vision

Fig. 2. Three major Internet of Things perspectives
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1.2.1 Things oriented vision

The founding principle is the adoption of Electronic Product Code (EPC) regulations to identify
the individual item. Sensors have been included in this strategy. It is crucial to remember that long-
term vision will rely on sensors and their competencies to fulfil the "things"-oriented vision. Using
sensors and sensor-type embedded systems, users can produce data on a large scale as a collective
effort. Sensor networks and RFID-based sensor networks will be used to manage the collaboration of
RFI-based technologies. We can produce data collectively using sensor-type embedded devices and
sensors. In the future, sensor networks will integrate RFID-based technologies with high tech
computing and sensing equipment, along with global connectivity.

This claim is supported by the fact that sensors and ubiquitous technologies like RFID [13] allow
us to control everything.

1.2.2 Internet oriented vision

The Internet oriented vision has stressed the necessity for connected smart gadgets. Since IP is
the most extensively used Internet protocol, the objects must contain IP protocol capabilities. The
sensor-based devices or objects attributes can be tracked in real-time. This is the basis for embedded
computing objects that are fundamentally microcomputers with computational power.

1.2.3 Semantic oriented vision

The realisation that we would have a large number of sensors and a huge amount of data
collected by those sensors is the driving force behind this idea. As a result, we'll have a vast amount
of data to sort through, most of which will duplicate previous data. Therefore, it is necessary to
understand raw data to achieve better representations and comprehension of the information
presented. Suppose we can convert data sets into heterogeneous and homogeneous forms. In that
case, we will rely on technology to analyse the data, which will alleviate the interoperability problems
associated with interpreting the data. In this case, a solid comprehension of raw data analysis is
required.

2. Architecture of loT

In the world of the Internet of Things, no one can agree on the best design. Different scholars
have recommended various architectural designs.

2.1 Three- and Five-Layer Architectures

A three-layer architecture is the most basic form [14-15], as in Figure 3. In this field of study, it
was first used during the preliminary stages of the investigation. The perception, network, and
application layers comprise this system's three layers.

1) Perception layer: Sensors in the perception layer (also known as the physical layer) are
responsible for gathering and interpreting data about the immediate environment. It
identifies physical properties or intelligent objects in the surroundings.

2) Network layer: The network layer connects servers, smart objects, and network devices to
the network. Its features are also employed in sensor data processing and transmission.
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3) Application layer: The application layer offers users with application-specific services. For
example, a smart home application can turn on a coffee maker by simply pressing a button.

Fig. 3. Three layer Internet of Things architecture

The three-layer architecture illustrates the underlying concept of the Internet of Things;
nevertheless, it is not appropriate for IoT research because most of it emphasizes on the more
delicate components of the Internet of Things rather than on the general concept. Consequently, the
literature has various innovative layered architectures. One such design is the five-layer architecture
[14-16], including the business and processing levels. Layers 1 through 5 are "perception,"
"transport," "processing," "application," and "business." (see Figure 3). The perception and
application layers function in the same way as the three-layered architecture does. We will go
through the utility of the last three layers in detail.

1) Thetransportlayer communicates sensor data between the processing and perception layers

and conversely over networks like 3G, WiFi, RFID, Bluetooth, NFC, and Local Area Network
(LAN).

2) Processing layers are also called "middleware layers" since they contain middleware
functions. Thousands of gigabytes of data are processed, stored, and analysed by this layer
connected to the Internet. It can administer and offer a broad collection of services to the
bottom layers. It uses cloud computing, Big Data processing analysis module and databases.

3) The business layer is responsible for the overall management of the loT system, including
business, revenue models, privacy protection, and applications. In this paper, we will not
discuss the business layer in detail. As a reason, we will not be discussing it further. Similarly,
the processing level in the human brain is the inspiration for another design presented by
Ning and Wang [17]. Much of it is inspired by the human mind and ability to feel and think,
make judgments and recall, and respond to their external world. A total of three pieces
comprises this structure. The first being the human brain, that may be compared to the data
centre or data management and processing unit in terms of functionality. The second
structure is the spinal cord, representing a dispersed network of smart gateways and data

55



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 26, Issue 1 (2022) 51-77

processing nodes. Lastly, there is the network of nerves composed of components like
sensors and networking.

2.2 Cloud and Fog Based Architectures

Cloud-Fog computing architectures are new frameworks designed to improve existing Internet of
Things architectures (loT) [18]. It is important to note that this classification differs from Section 2.1,
which was based on protocol requirements.

We have been particularly ambiguous regarding the kind of data created by loT devices and the
data processing nature. Cloud computers may carry data processing out in an extensive, centralised
manner depending on the system architecture. Cloud computing is placed at the centre in a cloud-
centric architecture, with applications placed above it and a network of smart things underneath it.
Part of the reason is the cloud's incredible flexibility and scalability. It offers services including the
core infrastructure, the storage, the software, and the platform to its customers. Developers can
make software, machine learning, storage, data mining, and visualisation tools available on the cloud.

Several researchers have recently proposed the use of fog computing [19-21], a system
architecture wherein network gateways and sensors do some of the data processing and analysis. An
example of a fog architecture [22] is presented in Figure 4, which uses a tiered approach to insert
pre-processing, monitoring, security, and storage layers between the transport and physical levels,
as illustrated in the diagram below. It monitors resource utilisation, response times, power usage,
and service availability. This layer processes, filters, and analyses sensor data. The temporary storage
layer handles dissemination of data, archiving, and replication. The security layer ensures data
confidentiality and integrity in addition to decryption and encryption. Pre-processing and network
edge monitoring are required prior to transferring data to the cloud.

The terms "edge computing" and "fog computing" are frequently employed alternatively in the
same context. In contrast, the latter is considered more general. Cisco used the phrase fog computing
to describe sensors and smart gateways; however, edge computing is more pervasive. Devices like
pumps, lights, and motors might be equipped with smart data pre-processing capabilities. The goal
is to pre-process data in these edge devices as much as feasible. The architectural diagram is similar
to Figure 3 in terms of the arrangement in terms of system architecture. Consequently, we will not
discuss edge computing in detail.
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Fig. 4. Fog architecture of a smart loT gateway

Finally, there isn't a clear boundary between protocol architectures and architectural system
designs. Frequently, the system and the protocols are designed in tandem. Both for fog and cloud
architectures, we will use the general 5-layer Internet of Things protocol stack (as depicted in the
architectural schematic in Figure 3).

2.3 Social loT

The 10T in a social context. Let us consider a new paradigm: the Social Internet of Things (SloT).
In this section, we analyse social ties among things in the same manner that humans create social
relationships (see [23]). The following are the three most important aspects of a SloT system:

It is feasible to navigate the Internet of Things. We might begin with one device and progress
through all connected devices. Employing such an loT device social network, it is easy to discover
new services and devices.

A requirement for trustworthiness (the strength of the link) exists between gadgets analogous to
Facebook friends.

To analyse the social networks of loT devices, we can use models similar to those used for
researching human social networks.

2.3.1 Basic components

We regard services and devices as bots in a standard social 10T scenario, which allows them to
establish interactions between themselves and adjust those relationships over time. This will allow
us to effortlessly integrate the gadgets and have them work together to complete a complex task.
For a model to function correctly, it must have numerous interoperable components. Here are a few
of the essential elements of such a system to consider:

e |ID: We need a distinct way to identify objects. Any number of parameters can be used to

assign an object an ID, including Media Access Control (MAC), universal product codes, IPv6,
and others.
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e Metainformation: We require metadata regarding the device's design and function in
addition to an ID. To properly communicate with the item and place it within the loT
ecosystem.

e Security controls: Similar to Facebook's "friend list" options. A device's owner may restrict
the devices that can join it. These are called owner controls.

e Service discovery: We require specialised directories to hold details about devices offering
specific services like a service cloud. For devices to communicate, these directories must be
kept current.

e Relationship management: This module handles network connectivity. It also keeps track of
the devices to which a device should attempt to connect based on the services it provides.
For example, if a light controller wishes to connect with a light sensor, this is quite
reasonable.

e Service composition: This module elevates the social 10T paradigm. The purpose is to give
users better integrated solutions. For instance, if a power sensor linked to an air conditioner
connects to an analytics engine, the ensemble may provide a lot of data on the air
conditioner's consumption trends. The ability to weigh data against the usage habits of other
users and derive even more valuable information is made possible by a more extensive social
model that includes more devices. Users may be alerted, among other things, that they are
the most energy-intensive consumers in their neighbourhood, and possibly even among their
Facebook friends.

2.3.2 Representative architecture

All proposed architectures for the Internet of Things include a server-side design. Because the
server links to all associated components and combines (composes) the services, users can access it
from any location.

There are three layers to the server-side architecture, on average. This is the first layer, which
comprises a database of all devices, metainformation, relationships and their properties. The code
on the second layer (the Component Layer) allows you to communicate with devices and provide a
service. This is the topmost layer, and it is accountable for supplying services to the users.

In general, there are two levels on the device (object) side. A device can connect to other devices
and communicate with them (using established protocols) through the object layer, which is the first
of these layers. The object layer communicates with the social layer by passing information between
the two. The social layer manages user apps, inquiries, and server-side application interaction.

3. Stages in the loT Architecture
There are four key phases [24] in loT architecture.
e  Sensors and Actuators
e  The advent of edge IT systems
e Internet Gateways
° Data Storage, Data Centres and Cloud

3.1 Sensors and Actuators

Sensors [25] are devices that collect data from the environment and provide it as analogue signals
to the microcontroller to be processed. The sensors' main job is to convert data from the outside
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world into something usable. Sensors must be used in the Internet of Things architecture to gather,
analyse, and process information. It is possible to control physical reality with actuators. Among other
things, they may be utilised to turn off and, on the lights, operate smart equipment, and alter the
temperature of a space. Some Sensors are:

e Temperature Sensors: By its name, a temperature sensor measures the amount of heat
energy present in the environment. This information can be utilised to detect climate
changes that forecast the weather [26].

e Proximity Sensor: This sensor detects whether or not any tangible things are present in the
vicinity of the sensor; if any of the devices or objects are located nearby the sensor, it
indicates that object detected; otherwise, it indicates that the object not detected.

e Pressure Sensor: The presence of pressure is detected by this sensor, which then turns it into
electrical energy [27].

e DHT11 Sensors: Temperature and humidity are measured with the help of these sensors.
These sensors transmit the result displayed on the screen in digital format. It is equipped
with an 8-bit microprocessor that creates serial data from temperature and humidity
measurements and a Negative Temperature Coefficient (NTC) for temperature
measurement.

e Ultrasonic Sensor: An ultrasonic sensor can determine the distance between two objects by
using ultrasonic sound waves. Transducers are employed by ultrasonic sensors for sending
and receiving ultrasonic pulses sent and received by the sensor.

e Infrared (IR) Sensors: Obstacle detection and transmission of an infrared signal are
accomplished using an infrared sensor (also known as IR Sensor). It can detect and emit
infrared radiation, making it a versatile device. In addition, this sensor can be utilised to build
a robot that follows a blue line.

e Gas Sensor: A gas sensor detects the presence of gas in the surrounding environment. It is
possible to detect oxygen, carbon dioxide, nitrogen, methane, and other gases with the help
of this sensor.

e PIR Sensor: This sensor is responsible for detecting movement. These sensors are body
detecting devices that identify the presence of humans and provide signals to the
microcontroller, which then executes the appropriate operations.

e Water Quality Sensors: It is used to analyse water quality and measure the number of ions
present in the water.

e Smoke Sensor: This is the most often used sensor for detecting smoke in the environment.
As soon as smoke is detected in the surroundings, a signal is sent to the microcontroller,
which, in turn, transmits a signal to the alarm system, resulting in the alarm system sounding.

3.2 The Advent of Edge IT System

The data prepared is delivered to the IT system using the loT architecture. A more sophisticated
method of pre-processing, visualising, and summarising the data is used in the IT system. This
indicates that it has something to do with machine learning and visualisation technology. Before
accessing the data centres, additional pre-processing is performed on the data. This stage is
associated with the development of the loT architecture, as were the previous phases, since the IT
system is located extremely close to the actuators and sensors, making it necessary to create a wired
network as close as possible.
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3.3 Internet Gateways

Internet [28] gateways are software programs or hardware devices used to connect two devices,
such as sensors, microcontrollers, smart devices, and the cloud when linking them together. The
gateway sends all data generated by sensors or other smart devices to the cloud to be stored. The
Internet gateway in the loT is the conduit via which physical devices communicate with the cloud.
The Internet gateway is indispensable to the operation of the Internet of Things, and as such, it is a
critical component of the loT architecture. Sensors can generate many data points per second; thus,
the gateway helps pre-process the data nearby before transferring it to the cloud. The Internet
gateway helps limit the quantity of data transferred to the cloud by evaluating, gathering, and
summarising data at the edge. This is also responsible for network and data security.

3.4 Data Storage, Data Centres and Cloud

As the last step of the loT architecture, it is essential to note that Deeper processing has been
made possible by this. Professionals in the l1oT and operational technologies are required. On the
other hand, we may argue that this stage is associated with a greater level of analytical abilities
available in digital as well as human realms. Consequently, a variety of data from various sources is
available for in-depth investigation. It is now possible to return data to the physical world with the
appearance that has been precisely evaluated and processed after all of the expectations and needs
have been fulfilled.

4. Working of loT

loT comprises four components that work together to make loT work.

1) Sensors: Sensors are devices that collect data from their surroundings. Sensors are present
in numerous configurations (Proximity Sensors, Temperature Sensors, Gas Sensors, Light
Sensors, etc.) These sensors are used in the construction of smart devices or systems such as
tablets and smartphones, and they can also be used for predicting the weather and other
intelligent applications. For example, smartphones make extensive use of sensors, so they
are called smartphones.

2) Connectivity: A cloud-based storage system must store the data collected by sensors. Data
storage in the cloud necessitates the creation of a channel from which the data is moved to
the cloud. Consequently, either wirelessly or through the use of an Ethernet cable, the device
must be connected directly to the Internet. A device connected to Bluetooth, satellite, WiFi,
or a LAN can send data to the cloud, and this is known as cloud computing.

3) Data Processing: When the data has been uploaded to the cloud, the software can begin
performing various operations and processing it. For example, this can determine whether
the temperature is within a normal range or not. So, once the data has been uploaded to the
cloud, it will be processed for the correct result to be viewed by the user or for the
appropriate action.

4) User Interface: After all of the data has been processed, the final result will be provided to
the user at this stage. This could happen if users are alerted via (text, notifications, email,
etc.). For instance, if the temperature is too low, the user can receive a text message
informing them that the temperature is too low, along with the temperature specifics. Users
can also verify on the device via a user interface. The user interface is crucial when checking
the temperature on a smartphone or online browser.
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As a result, loT devices such as sensors and smart gadgets collect data from their surroundings
and interact with the cloud via numerous means. After the data is kept in the cloud, it is processed,
and the final result is displayed using the user interface (email, text, notifications, etc.). This process
is represented in Figure 5.

The
Internet Of
Things

Fig. 5. Working of loT [15]

5. Challenges and Technologies in Various Layers

As mentioned earlier, the loT can be realised using various enabling technologies depending on
the architecture. The four-layer Service-Oriented Architecture (SOA)-based Internet of Things
architecture is given as an example in this section to show how the enabling technologies and
difficulties at each layer are related.

5.1 Perception Layer

The primary function of the perception layer is to track and identify objects. The following
technologies can be used to accomplish this goal:

5.1.1 Radio Frequency Identification (RFID)

RFID, a contactless communication system, tracks and identifies objects without physical contact.
It allows for short-distance data transmission using radio signals [30-31]. The RFID-based system is
comprised of three components: an antenna, an RFID reader, and an RFID tag [32]. A microchip
attached to an antenna can be used to create an RFID tag. Each RFID tag is affixed to a certain object
and has a unique identification number that can only be accessed by that object. By comparing the
attached RFID tag with the right signals, an RFID reader may recognise an object and obtain the
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essential information [34], which the reader transmits. The transmission of signals between an RFID
reader and an RFID tag is accomplished by using an antenna. The following advantages of RFID are
compared to those of other technologies [33-34]: Durability, fast scanning, noncontact reading,
reusability, ample storage, low cost, security, small size, etc. As a result of these advantages, RFID
can be used in the perception layer of the Internet of Things to track and identify objects and
exchange information.

5.1.2 Wireless sensor networks

Wireless Sensor Networks (WSNs) have the potential to play a significant role in the Internet of
Things [35-40]. WSNs can monitor and report on the status of devices, and send the information to
a centralised hub or sink node across many hops [41-42]. As a result, WSN can be a new link between
the real world and the cyber world [43]. WSN offers several advantages over other technologies,
including low cost, dynamic reconfiguration, scalability, small size, reliability, and low energy
consumption. These advantages contribute to WSN's ability to be integrated into various settings
with various requirements. In the Internet of Things, both WSN and RFID can be used to collect data;
the distinction is that RFID is primarily employed for object identification, whereas WSN is largely
utilised for the interpretation of real-world physical qualities related with the external environment
[44].

5.1.3 Others

A barcode, also known as a 1-D code, stores information that consists of many white spacings and
black lines. Each of these lines and spacings is organised in a linear or 1-D direction, with different
widths, and it is organised according to special encoding rules [45]. A device that scans the barcode
with an infrared beam can read the information contained within the barcode [46].

A two-dimensional code uses black and white pixels spread out on a plane to store data. Each
black pixel is a binary "1," while each white pixel is a binary "0." [47]. The black and white pixels on a
computer screen can store a substantial amount of data encoded with special rules. A 2-D code has
advantages over a barcode, including higher information content, excellent reliability, and increased
ruggedness [44].

Further development is the RFID sensor network (RSN), a combination of a sensor network and
an RFID system. When used in conjunction with an RFID system, a sensor network can be used to
recognise and monitor the status of objects [48]. Small RFID-based sensing devices and an RFID
reader are used to create an RSN, with the RFID reader acting as a sink node, generating data and
supplying power to the network.

5.2 Network Layer

The network layer determines routing and supports data transfer across diverse networks.
Several protocols for safe and dependable loT communication are discussed below.

5.2.1 IEEE 802.15.4
IEEE 802.15.4 is a MAC and physical layer protocol for wireless personal area networks (WPANs)

[49-50]. IEEE 802.15.4 focuses on low-rate WPANSs, which allow low-rate connectivity for all devices
in a private area also with low-cost and low energy consumption [51]. The IEEE 802.15.4 protocol
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suite is centred on an Open System Interconnection module. Lower levels can serve top layers by
implementing parts of transmission functions. IEEE 802.15.4 supports 2.4 GHz, 915 MHz, and 868
MHz bands with 250, 40, and 20 kB/s transmission rates [52]. Many wireless communication systems
and protocols rely on IEEE 802.15.4, including ZigBee [53] and WirelessHART [54].

5.2.2 6LoWPAN

Low-power WPANs (LoOWPANs) are made up of several low-cost devices connected wirelessly
[44]. Compared to other networks, LOWPAN has a significant advantage (such as low bandwidth,
small packet sizes, low-power consumption, and so on). This led to creating the 6LoWPAN protocol,
which mixes IPv6 with LOWPAN. It is possible to transfer IPv6 packets across IEEE 802.15.4 networks
by utilising the 6LoWPAN protocol [55]. Due to its less power consumption and inexpensive cost,
6LoWPAN is well suited for use in the Internet of Things, including many low-cost devices. In addition
to having excellent compatibility and connectivity with legacy architectures, LOWPAN also has several
advantages, such as ad hoc self-organisation, low energy consumption, and so on.

5.2.3 ZigBee

ZigBee is a low-power wireless network technology that was originally designed for short-range
communication [56]. The ZigBee protocol is composed of five layers: physical, medium access control
(MAC), transmission, network, and application [44]. In addition to low energy consumption and cost,
ZigBee networks are also reliable and secure. The ZigBee network supports mesh, tree, and star
topologies [57].

5.2.4 Z-Wave

Z-wave is a short-range wireless communication technique that offers the advantages of low cost,
low energy consumption, and high reliability [56]. Reliable communication between a controller and
one or more end devices is one of the primary goals of Z-wave, and it is particularly well suited for
networks with limited available bandwidth. It is vital to note that a Z-wave network can support no
more than 232 nodes (slaves) and that all nodes (slaves) would be monitored by the controller and
would have routing capabilities [44][56]. Each slave in a Z-wave network has a route list stored in its
memory, that is continually being updated by the controller [58].

5.2.5 Message Queue Telemetry Transport

Message Queue Telemetry Transport (MQTT) employs the publish/subscribe mechanism to
collect data from distant sensors and send it to servers [48]. MQTT is a high-latency, low bandwidth
protocol. It is also easy to implement. MQTT may be used on various platforms to link loT devices to
the Internet. The loT will benefit significantly from MQTT's use as a message protocol between
servers and sensors/actuators.

5.2.6 Constrained Application Protocol
The Constrained Application Protocol (CoAP) is a communications protocol based on the
representational state transfer (REST) architecture [49][59], and [60]. It is not possible to use HTTP

in loT because of its complexity because the majority of devices in loT have limited resources (i.e.,
limited computing capability and limited storage). CoAP was proposed to adapt specific HTTP
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functionalities to fulfil IoT needs to solve this issue. In general, CoOAP serves as the application layer
protocol in the 6LOWPAN protocol stack, and it is designed to allow devices with limited resources to
engage in RESTful interactions. For example, CoAP allows group communication and push notification
but not broadcast communication. Additional characteristics provided by CoAP [61] include security,
resource block-wise resource transmission, observation, resource discovery, and integration with the
HTTP protocol, among others [61].

5.2.7 Extensible Messaging and Presence Protocol

It is built on XML streaming protocols [62] that the Extensible Messaging and Presence Protocol
(XMPP) is used for instant messaging. Given that XMPP contains features of the XML protocol, it
offers exceptional capabilities in scaling and addressing and security. Telepresence, audio and video
streaming, and multiparty conversation are all possible with it. XMPP supports three roles: client,
server, and gateway, with bidirectional interactive communication in each role. The server may
handle links and messages while the gateway ensures stable connections across diverse systems. The
client can connect to the server through TCP/IP and send the context via XML streaming. As a result,
XMPP may provide object-to-object communication using XML-based text messages.

5.2.8 Data Distribution Service

To support high-performance device-to-device interaction, the Data Distribution Service (DDS)
protocol, which is a publish/subscribe protocol, is used [63]. DDS is a data-centric protocol created
by the object-management group [44]. It can support multicasting to achieve excellent service quality
and dependability. Furthermore, DDS publish/subscribe architecture does not require a broker,
making it suited for loT applications with strict time constraints and device-to-device connections
[49].

5.2.9 Advanced Message Queuing Protocol

Advanced Message Queuing Protocol (AMQP) is an open standard used to offer message service
(routing, queuing, reliability, security, and so on) [49][64]. It is designed to function in message-
oriented contexts and is a middleware protocol. The AMQP protocol allows clients to communicate
reliably with message middleware, even if the clients and middleware are written in diverse
languages. Apart from that, AMQP implements several different types of message-exchange
architectures, such as the publish-and-subscribe models and store-and-forward, as well as message
gueuing, message distribution, point-to-point routing and context-based routing [65].

5.2.10 Others

There are a variety of protocols that can play essential roles in loT, in addition to communication
protocols, messaging protocols, and transmission protocols. [49][66] show that multicast Domain
Name System (mDNS) may be utilised to provide name resolution in loT applications. To identify
needed services in a specific network, clients can employ DNS service discovery, which is performed
through the usage of mDNS [49][67]. A link-independent routing protocol may be used to identify
routes over lossy and low-power connections [49][68][69], among other things. These protocols can
be integrated into the Internet of Things; however, more advanced protocols with higher security,
interoperability, and reliability are essential to enhance the loT development.
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5.3. Service Layer

As previously mentioned, the service layer is positioned between the application layer and the
network layer, and it is responsible for providing objects or applications with efficient and secure
services. The service layer should contain service administration, interface, resource, middleware,
and sharing technologies to guarantee effective service delivery.

5.3.1 Interface

Interactions between applications and devices require interface technologies at the service layer.
The interface should also manage the devices linked to it, particularly device communication, device
operation, device connection, and device disconnection [70]. It is possible to think of an interface
profile (IFP) as a service standard for the loT, as it may be used to make it easier for different
applications and devices to interact. Play and Universal plug should be adopted to obtain an efficient
IFP [70-71]. As the Internet of Things (loT) has progressed, numerous efforts have improved the
interface. For example, the SOCRADES integration architecture [72-73] might be employed to create
effective interactions among services and applications [70][74]. As the development of SOA-loT
progresses, service provisioning processes have the capability of facilitating interactions with
applications and services. Even though various interface technologies have been established for the
Internet of Things, establishing more effective, scalable, and secure interface technologies at a cheap
cost remains a significant problem in future research for supporting the loT.

5.3.2 Service management

Service management can efficiently find applications and devices and plan efficient and
dependable services to satisfy customer requirements dependably. A service can be thought of as
behaviour that includes the storage, exchange, and collection of data or a combination of these
behaviours used to accomplish a specific goal [75][76]. In the Internet of Things, some criteria can be
addressed by a single service, while other requirements necessitate the integration of numerous
services. As a result, services are classed as primary or secondary [70]. Application and primary device
capabilities can be exposed through the primary service (also called the basic service). However, the
secondary service might rely on the primary or secondary services to execute auxiliary functionality.

SOA has been used to integrate services to mask the implementation details of services and to
ensure that these services may be deployed consistently across heterogeneous devices and
applications. It is possible to ensure the dependability and consistency of services [78] and [70].
Examples include the OSGi platform created by a dynamic SOA architecture and is an effective
modular platform for service deployment. To implement an SOA-based service, it is necessary first to
establish service composition platforms, after which it is necessary to abstract away the functionality
and communication capabilities of devices from them [70]. Lastly, a standard set of services should
be available [71]. In a Service-Oriented Architecture (SOA), each service provided by an application
or a device may be considered a standard service that can be used successfully and readily across a
wide range of heterogeneous applications and devices without any modification. As a result,
requirements in the SOA-based Internet of Things can be met more quickly and efficiently [70].
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5.3.3 Middleware

Middleware is a service or software programming form that connects IoT technology and
applications. Middleware abstracts away technology specifics and provides standard interfaces to
develop applications rather than infrastructure compatibility [75]. Interoperability is made possible
by the use of middleware between applications with different interfaces and devices.

The following are some of the advantages of using middleware [75]:

e Middleware is capable of facilitating the execution of a wide variety of applications.

e Middleware can run on a number of different operating systems and platforms.

e Middleware can facilitate distributed computing and service interaction across networks,

devices, and applications.

e The middleware is capable of supporting standard protocols.

e Middleware may play an essential part in standardisation by providing standard interfaces
and protocols that enable portability and interoperability.

e Middleware may also serve as a reliable high-level interface for programmes. Applications
with reliable interfaces can run on any operating system or hardware. This attribute makes
middleware suited for the Internet of Things since a large number of heterogeneous
networks and devices are interconnected, and these networks and devices would be
modified or updated regularly.

An extensive body of work has been done in the field of middleware, which may be split into five
areas [78-79], which include semantic web-based middleware, message-oriented middleware,
location-based service and surveillance middleware, pervasive middleware, and communication
middleware. The reliable flow of information between communication protocols and diverse
platforms (e.g., DDS, AMQP, XMPP, and MQTT) is crucial for message-oriented middleware [49][79].
A semantic web-based middleware platform can facilitate interoperability and interactions between
different sensor networks. Task computing-based middleware [80], SOA-based middleware [81], and
other comparable technologies are examples of what falls under this category. Integrated value
services are provided by location-based surveillance and service middleware, which integrates the
positions of devices and other related information [82]. Communication middleware is capable of
ensuring reliable communication between heterogeneous applications and devices. Typical uses of
communication middleware include Supervisory Control and Data Acquisition (SCADA), RFID
(Fosstrak [83], for example), and sensor network (TinyREST [84], for example). Pervasive middleware
is a type of software that is designed for usage in a pervasive computing environment and is capable
of delivering services across several platforms [85].

The following issues must be addressed to incorporate middleware into the Internet of Things
[79].

e The interoperability problem is to link heterogeneous devices.

e The scalability problem is the ability to operate well in small-scale or large-scale settings with

many objects.

e The difficulty of abstraction provision is to give abstractions at multiple levels.

e The difficulty with spontaneous engagement is providing dependable service for unplanned
occasions.

e The issue of infixed infrastructure is to deliver dependable services without the need for a
permanent infrastructure.

e The complexity problem is enabling concurrent device connectivity and picking or scheduling
the best services for each device. loT middleware should provide privacy, trust, and security.
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e Resource Management and Sharing: Numerous heterogeneous networks are combined to
give data for loT applications (smart grid, smart transportation, etc.). Some programmes can
share network resources to minimise costs. In this scenario, timely delivery of information
needed by diverse apps is a challenge in loT. To maximise the usage of network resources
[86-88], existing resource sharing solutions generally rely on spectrum sharing. Spectrum
sharing has three dimensions: space, frequency, and time. Contrary to most current
communication systems, loT focuses on "thing—to—thing" networks, where "thing" refers not
just to machines or devices but also human behaviours and other things. Thus, establishing
an effective resource sharing mechanism across heterogeneous networks suitable for 10T is
a future development problem.

Furthermore, most IoT smart devices (sensors, RFID, etc.) are resource-restricted and cannot
retrieve energy from the environment. As a result, resource management should address energy
conservation [89]. It is possible to prolong sensor life by harvesting energy from distributed power
[90], to reduce sensor power consumption by utilising a duty-cycle scheme [91], and to equilibrate
sensor energy consumption and lengthen sensor network life [40], [69]. However, designing a
solution suited for loT network infrastructures that are made up of heterogeneous networks remains
an open research topic.

6. Quality of Service (QoS) in loT

loT raises various QoS concerns, including dependability, availability, performance, mobility,
interoperability, and scalability; most of these concerns are addressed by [16]-[49][92].

On the one hand, loT system availability refers to the capacity to provide services to clients at any
time and from any location. The loT must try to be interoperable with all devices and follow protocols
such as 6LoWPAN and IPv6. Alternatively, dependability refers to delivering loT services with a high
success rate achieved in hardware and software across all 10T levels. Furthermore, mobility is a term
that relates to the process of linking clients to their preferred services when they are on the move;
nevertheless, mobile devices might be disrupted as they move from one gateway to the other. [93]
proposes an loT-based architecture for enhancing mobility and security in medical settings.

Moreover, 10T scalability is a term that relates to the ability of adding new functions, services,
and devices without impairing service quality. Supporting new devices and adding new operations is
a complex undertaking in the face of varied communication protocols and hardware platforms.
Furthermore, ensuring interoperability on these big-scale systems made of a considerable number of
diverse items belonging to multiple platforms is difficult [94].

Furthermore, loT service performance is a major issue since it is based on the performance of
many loT system components, which must constantly grow and expand their service performance to
meet the requirements.

7. Open Issues

An in-depth investigation into the Internet of Things has been discussed in detail. in previous
sections, encompassing various areas like technologies, applications, protocols, architecture,
scalability, security, social issues, energy efficiency, and so on. We recognised some of the significant
problems and open questions that future researchers must solve based on this. We've summed them
up below.

1) Self-immunity: Offering self-immunity to loT nodes is critical. Because future loT applications

will require more device autonomy, they must detect physical intrusion or manipulation. For
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5)

6)
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instance, sensor nodes are placed in hostile locations like border crossings or battlefields.
Other restrictions like difficulty reaching places, lack of resources, etc., may prevent the
sensors from providing security or other communications assistance. In such instances,
nodes should be able to defend themselves. Developing self-immunity against l1oT gadgets is
thus another challenging job. Some of these defence systems comprise Intrusion Prevention
Systems (IPS) and Intrusion Detection Systems (IDS). Although some scholars [95] have begun
developing such methods, the field remains unexplored for further study.

Optimal Energy Utilisation: Another unresolved issue is energy management in loT devices.
Due to the high cost of battery replacement, especially for large-scale implementations like
the Internet of Things, low-power communication is a crucial research topic. Many energy-
efficient options exist at various levels in the ISO model, but batteries will eventually need to
be replaced, which represents a substantial barrier to the widespread adoption of loT
technology in general.

Efficient Memory Utilisation: In a similar vein to energy restrictions, the nodes employed in
several loT applications are limited in terms of storage. Optimal exploitation of the given
storage space (memory) is difficult to address. Even though some buffer management
strategies for ad hoc networks have been established [96-97], there are numerous issues that
need to be resolved.

Incorporating Emerging Naming and Addressing Techniques in loT: Some of the next-
generation network designs, such as Named Data Networking, can be used for naming and
addressing loT applications (NDN). In 10T, named data objects can be used directly instead of
IPv4 or IPv6 addresses. Some academics [98-99] have already specified implementing NDN
into loT architecture. Since the Internet is heading toward a more content-centric
architecture, further studies in this area are possible.

Scalability: Scalability issues develop when the loT network expands in size. All devices should
have enough address space. A large number of sensors generates enormous amounts of
data. Proper information extraction procedures must be used to save valuable data. We must
find the service provider among billions of devices in the loT.

loT Object Behavioural Analysis: Because most loT applications require things to be
autonomous, analysing their behaviour is critical. WSN-based loT applications collect data
and send it to gateways or other management information systems. Some nodes may refuse
to cooperate, misbehave towards other nodes, or turn evil by harming other nodes. loT
applications must have suitable trust management techniques to detect anomalous object
behaviour. Although several researchers [100-101] have worked in this area, more can be
done.

New loT Applications in DTN and Content-Centric Network (CCN): The Internet of Things
enables physical things to perceive, compute, and communicate with one another. Adding
delay tolerance to standard IoT can let items communicate when connectivity is disrupted.
Guo et al. [102] propose the opportunistic 10T, which connects devices to establish
infrastructure-less networks utilising short-term communication protocols like WiFi or
Bluetooth. An opportunistic loT relies on human movement and chance encounters for data
transmission and sharing among devices. The Internet of Underwater Things (loUT) was
described by Domingo et al. [103] as a network of smart underwater gadgets. The delay
tolerance of integrated RFID sensor networks was studied by Al-Turjman et al. [104]. Delay-
tolerant loT applications could be the focus of future study, although few academics have
looked at it. Similarly, as Internet applications move towards P2P CCN approaches,
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researchers must investigate how loT could integrate into such a setting. [105] discusses loT
performance via ICN.

Unified Architecture: While many academics are still working on a uniform loT architecture,
one must be compatible with all present designs and address obstacles like abstracting
heterogeneity and interoperability. Data should be routed efficiently in IoT. However,
building effective communication protocols is complex, with limited resources and lossy
wireless networks.

Thwarting DoS Attacks: Protecting l1oT systems from DoS attacks is another outstanding
challenge because the adversary continuously delivers multiple handshake packets in a short
span of time. The existing DoS defences are insufficient. So, building methods to protect
against DoS assaults is required.

Enormous Data Handling Capabilities: As the number of Internet-connected devices grows
exponentially, 1oT applications are projected to create enormous data from many sources.
Also, many real-time applications demand extensive data analysis. So, future academics will
have to build Big Data analytics for upcoming loT applications [106]. [107] discusses loT Big
Data sensing and handling problems.

Quality of Service (QoS): Another research challenge that future academics will address is
providing quality of service measurements for monitoring network traffic in loT applications.
Although service quality criteria differ from application to application, providing appropriate
service quality to customers is difficult. Additionally, because of bandwidth restrictions and
other connectivity challenges, maintaining the QoS assurances in loT applications is an open
subject that has to be solved.

8. loT: Applications and Services

In many domains like retail, health care, home, industries, transportation, surveillance, etc.,
countless loT applications are available, as seen in Figure 6. The following is a list of various loT
applications.

1)

Smart Health Care: Incorporating Internet of Things capabilities into medical devices will
improve the quality of care offered to patients, especially the elderly who require constant
attention. The Internet of Things can be used to monitor the health of older people to identify
falls, monitor the temperature conditions inside refrigerators, that contain medicines and
vaccines, and monitor the status of patients in hospitals and at home. The development of
wearable gadgets, which will aid in collecting medical data, is currently the primary emphasis
of smart healthcare solutions. Smart health scenarios are demonstrated by a smart device
attached to the patient and designed to transmit alerts to nursing staff and physicians if the
patient's health begins to deviate from the norm. Although the expansion of the Internet of
Things in healthcare is a promising topic, there are specific concerns to consider in terms of
security and data privacy.
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Fig. 6. Applications of Internet of Things

Smart Homes: The capacity to control any home gadget from a laptop or smartphone will be
available in smart homes, and devices will be able to communicate with one another to
provide us with valuable services. We can measure energy consumption and temperature
with the help of smart metres. Temperature control, Light control, remote control, high-
speed Internet access, camera surveillance, smart media, and smart appliances are just a few
of the smart items that may be found in a smart home to make people's lives easier and more
enjoyable.

Retail: Using the Internet of Things (loT), it is possible to track down objects and keep track
of their storage conditions. For example, it may be used to provide shopping
recommendations to consumers preferences of customers, and it can also be utilised in the
automatic stocking process by aiding in the rotation and control of items on shelves and
warehouses of retail establishments, among other things.

Smart Transportation: Locating objects in big warehouses or ports, evaluating commodity
quality during transportation, and tracking fragile products like gold or pharmaceuticals are
all conceivable applications of the IoT. The following is an overview of a smart vehicular
environment: one in which the various sensors assist in the analysis of traffic patterns and
the notification of traffic jams, accidents, open parking spaces, and other events. This type
of information assists passengers in driving safely and intelligently.

Industrial Control: It is common in industries to monitor ozone concentration, air quality, and
temperature while also providing alerts in an emergency. The baggage handling machine
used in airports is an example of this, as the sensors detect whether or not any baggage is
travelling up the conveyor belt, and the machine stops if none is. The barcodes on the
luggage allow for easy identification.

70



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 26, Issue 1 (2022) 51-77

6) Smart Agriculture: When it comes to agriculture, the Internet of Things may be used to adjust
climatic conditions to enhance fruit output, monitor soil moisture, and manage temperature
and humidity conditions to avoid disease. Meteorological conditions like rain, drought, ice
formation, and other occurrences can be predicted using the Internet of Things. A smart
agriculture system in practise is a smart cow farm, where owners may get information about
their cattle's behaviour, fertility, lactation, and mobility via smartphones, allowing them to
boost the productivity of their herd.

7) Smart Environment: The loT can monitor environmental conditions to detect and avoid
natural disasters such as landslides, earthquakes, and other similar events. The loT can be
used to monitor CO; emissions from automobiles and companies and identify forest fires,
among other things.

9. Conclusions

From virtual connections to social bonds, the Internet has made its way into our daily lives in a
variety of ways. The Internet of Things (loT) has given new possibilities to the Internet by enabling
communication between items and humans, resulting in a wiser and more intelligent world. This has
enabled the goal of "anytime, anywhere, anyhow, anything" communications to become a reality in
the truest sense of the word. The loT is believed to be the main component of the existing Internet,
and its future course differs from the current Internet phase Internet, that we use and see every day.
As a result, the architectural notion enters the scene. Architecture is a framework of technology-
enabled items that allow them to interconnect and interact with other objects, whether they are
similar or dissimilar, by putting a layer of human beings on top of them. It is evident that the existing
loT paradigm, that supports M2M communications, is becoming increasingly constrained by a variety
of variables. New formulations are unavoidable for the long-term survival of the Internet of Things,
and the researcher's job is to come up with a compelling notation for them. This paper begins by
providing history and description for the Internet of Things (loT). Second, extensive talks on the
principles of loT architectures are presented. Following that, in-depth examinations of the research
problems are discussed. In this study, the challenges and prospective research prospects for future
loT researchers working in architecture and loT, in general, are also discussed. Finally, we feel that
this article serves as a starting point for developing a new architecture. The current design has a great
deal of room for improvement on the semantic and security fronts. Ontologies tailored to specific
domains or the invention of a new ontology format may be the subject of future research. It is
anticipated that this work will be advantageous in terms of developing innovative loT-based
architectures and contributing to the research of our loT Community.
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